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WebCRD... a proven enterprise
portal to the print center -
WebCRD from RSA is a powerful, Web-based
tool that automates job submissior to the,
print center, resulting in precise, thorough, -
"and flawless print instriictions—each. -

and every time. Users are guided through -
the submission process with highly intuitiVe,
pre-populated instruction fields. Jobs are . '
then automatically submitted directly to
the print center along with a complete * ..
job ticket. Operatars can print, finish, and
defiver jobs without havmg to track down

any mformation

More_ than a storefront

. Uﬁ!iké: a storefront, which sim pl'y accepts
* orders, WebCRD ensures the order is correct
hefore it ever reaches the print center.

s Pictograms help users view finishing options.

» Approval authority allows organizations -
to controf printing cost and content.

¢ Prodiiction views separate jobs by
production stage, with pictograms for
at-a-glance order information,

¢ Online catalogs can contain non-print
items such as pens and mugs.

» WebCRD remembers a user's history & .

and offers reprints and job template -
presets for common ticketing chaices, -

“WebCRD is the best system available. It is doing
everything we want it to do, and more.”

ﬁhone calls - been SImphf:ed "

" WebCRD delivers on the

promise of a fully automated
print center
With WebCRD, print centefs define precisely

- what capabilities are presented to end users,
- Intelligent Printing Options™ ensure only

tegitimate ticketing options are offered with
support for rules-based ticketing (i staple.

2-40 pages oniy). Once a job is submitted via
WebCRD, itcan automatically route to the '

correct production printer that supports the: :

ticketing options requested via AutoFlow™. - '

Demand 100% Adobe PDF...
the thoroughbred print driver

Unlike knockoff PDF drivers from other
: Web-to-Print storefronis, WebCRD's .
SurePDF™ uses Adobe® PDF fobReady™ to

ensure 100% document fidelity. The print center . -

defines settings such as font embedding and :
color management so end users cannot make

mistakes. SurePDF ships with unlimited client "
ficenses, so everyone enjoys perfect job fidelity.

“Control over ordering has increased, fulfillment
has been accelerated, and mventory control has

Web to production print-
WebCRD from RSA meets the needs of the most
demanding print centers, driving production

" printers via JDF or the printer’s awn job ticketing

language. Whether the need is integration
with a corporate document repository,
accounting to six decimal placés of precision,
or real-time authentication with LDAP and
Active Directory, WebCRD fits right in with
enterprises; large and small. And because
multiple sites and multiple fanguages are
supported, WebCRD is the ideal solution:-

1o grow with your ope_ratioﬁ.f

Break away from the pack:
Visit www.rocsoft.con for @ Flash Demo
- of WebCRD or contact your production
printer vendor for a live demonstration.

" "Opening a business is more than hanging up a shingle.

- Andopening a Portal to our Print Center was more than

~ putting up a storefront. RSA's workflow experts worked
“closely with our IT department to ensure a smooth roflout.”
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”Web‘CRQ;_ﬁas__ made the difference
I don't know. where |

End users Win with WebCRD!

Adobe Client-Side PDF -

Thanks to SurePDF™, based on Adobe®
PDF JobReady™, documents no longer
reflow or print incorrectly due to missing fonts
or different versions of applications—from

" Windows or Mac.

Easy web upload

Users submit jobs from Macs, PCs, Linux, or UNIX
systems. No more confusing FTP programs or
bounced emails because attachments are too
large. The job ticket is electronically coupled
with the document itself, so there is no chance
of misplacing information.

Single screeh'ticketing

Only valid ticketing options are piesented, making
job ordering a fast and easy process with no screen
refreshes. WebCRD delivers the fastest submit in
the industry!

Pictograms

A friendly, at-a-glance method for selecting
finishing options takes the guesswork out of
ordering. Text labels can even be changed
depending on an organization's preference
(i.e. "duplex” vs. "double sided”).

Catalog ordering _

Authorized users have access to customized
catalogs of finished goods as well as
print-on-demand documents.

Electronic job status

Users have access to Web and email status
updates so they can see exactly where their
jobs are without contacting the print center,
Print center prodhctivity increases exponentially.

MultiLingual support . _

Multiple languages are supported simultaneously
hy a single server and all text can be localized to
st amy corporate environment, For example,
different individuals from the same company can
use WebCRD in English or French, based on their
logint and preferences.

Variable data templates _

Users can easily “create” personalized sell
sheets, postcards, business cards, and more
using corporate approved templates. Variable
data and persenalized content can be leveraged
to create 1-1 marketing applications.

“WebCRD's single-screen,
WYSIWYG job ticket is slick—
very well done and easy to use.”
- Cary Sherburne, WhatThey Think.com




Print centers love WebCRD!

Proven workflow

Getting the order into preduction is enly half
the job. Driving through production efficientiy
is critical to your success. The proven WebCRD
softwarg, the reliable sun piaiform, and RSAs
support team ensure that the print center .
functions at its full potential.

Electronic ticketing with JIDF support
RSA has been driving production printers
automatically for over 20 years and we are
experts at simplifying and streamlining even
the most unique and complex environments,

Intelligent printing options
WebCRD ensures jobs arrive with valid ticketing
specifications. The print center specifies which
options are permitted, such as stapling for

" documents with two to fifty pages and 3-hole
punching inta binders for jobs with 100-250 pages.

Print management _

Most web-to-print solutions present long job
lists. Operators must click each order on the

list to see its conients. With RSA, production
pictograms display job information at-a-glance.
Print production queues ensure effective
management of the entire production facility
so jobs are defivered on time.

Finish strong with AutoFlow™.

A powerful rutes engine evaluates user-specified
ticketing options to autematically flow jobs
directly to the printer. Operators do not have

to re-enter ticket information, such as quantity,
plex, paper, and finishing—saving time and
eliminating potential mistakes. Operators are
pracessing over 800 jobs a day. Only AutoFlow
makes this possible! '

Just-in-time fuffillment is a reality
Content owners are notified as inventory of
both pre-printed and non-print items drop helow
defined thresholds. AutoStock™ automatically
recorsmends reorders of desired items, enstting
a safe supply at ali times.

Advanced joh cost estimating

Business rules can be defined to enable volume
discount schedules and multiple rate sheets can
be used to set lower prices for prefetred customers,
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WebCRD modules and options

WebCRD is availabie in several configurations, from the affordable WehCRD Base to the powerful Enterprise System. Additional options, such as
the SurePDF Print Driver, can be added as needed. Modular upgrades allow enterprises to improve operations immediately while ensuring the
print center will never cutgrow WebCRD.

Hardware platform specifications
Sun Server with RAID Level T Redundani Storage, pre-configured and installed at customer site, with scalabifity via multiple dual core X64
‘processors, more memory, and storage. Add RAID 5 or Business Continuity Disaster Recovery capabilities if your needs require, RSAs turnkey

delivery minimizes IT involvement.

“Customers love the system!
WebCRD is secure, fast,

PC/MAC/WEB XML &DMS " PERSONALIZED ;
SUBMISSION INTEGRATION ~ 1-1 MARKETING easy to use—and RSA Is

extremely responsive.”

SUBMIT

Catalog
Ordering

Ch&
Hardcopy

M'anage all jobs

TICKET

) QDirect.SCAN™
LDAP/ Active Scan to Printshop
Directory

Management

PRODUCE

Network & ] ' Accounting
Legacy Printing :

Rochester Software Associates, Inc, 69 Cascade Drive Phong 585.262.2690
lntegrated. Workflow Results, Rochester, New York 14614 | Fax  585.262.4808
wWww.rocsoft.com Email RSAinfo@rocseft.com

POWERED

IJEMH D 2007*
©2007 Rochester Software Associates, Inc AutoFow, AuteSteck, CentralPDF, MultiSite, Clirect, QDirect. SCAN, SurePDF and WebCRO are trademarks of RSA.

In conjunciion with Irfolrends Al non-ASA brands and product names are trademarks or reglstered trademarks of Ibeir respective conpanies 10,07
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With robust bundled solutions and modular options, WebCRD delivers everything customers need to submit jobs via the
Web—in the manner that works best for your workflow. Choose WebCRD Enterprise System for a comprehensive bundled
offering, or start out with WebCRD Base and add modules as needed. WebCRD is a solution that can grow with you!

WEB SUBMISSION
& JOB STATUS . .

HARDCOPY SCAN TO
PRINT CENTER™

WEB SERVICES API

ENTERPRISE QUTPUT
MANAGEMENT

ACCOUNTING, ACCESS,
i . : & ARCHIVING
PRODUCTION -

Rochester Software Associates, Inc,

69 Cascade Drive Phone 585.262.2690
Integrated. Workfiow. Resufts.

Rochester, New York 14614 | Fax  585.262.4808
www.rogsoft.com Email RSAInfo@ rocseft.com
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With robust bundled solutions and modular options, WebCRD delivers everything customers need to submit jobs via thé
Web—in the manner that works best for your workflow. Choose WebCRD Enterprise System for a comprehensive bundled
offering, or start out with WebCRD Base and add modules as needed. WebCRD is a solution that can grow with you!

WEB SUBMISSION

HARDCOPY SCAN TO
& JOB STATUS

PRINT CENTER™

WEB SERVICES API

ENTERPRISE OUTPUT ACCOUNTING, ACCESS,
MANAGEMENT

. & ARCHIVING
PRODUCTION

Rochester Software Associates, Inc. 69 Cascade Drive Phone 585.262.2690
integrated. Workflow. Results. . Rochester, New York 14614 | Fax  585.262.4808
www.rocsoft.com Email RSAinfo @ rocseft.com
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WebCRD modules and options Hardware platform specifications
WebCRD is available in several configurations, from the affordabie Sun Server with RAID 1 Redundant Storage, pre-configured at RSA
WebCRD Base to the powerful Enterprise System. Additional epticns, and instaied at customer site. Scalability via additional dual core X64
such as the SurePDF Print Driver, can be added as needed. Modular processors, RAM, and storage. Add Business Continuity Disaster.
upgrades allow enterprises to improve operations immediately while Recovery capabilities if needed.
ensuring the print center will never outgrow WebCRD.
WebCRD
Enterprise
WebCRD Highlights ’ WebCRD Base WebCRD Pro System

- Web-based job submission and ticketing {fastest submit in'the mdustryl)
““Fast, easy one- cllck repnnts from personal or shared archives - i
T intuitive plctograms to’ 5|mpI|fy complex ticketing ch0|ces G i
. Web arid email job status notlﬁcatlons, reducifg intefriiptions to the prlnt center

s 'Support for both electronlc and hardcopy orderworkﬂow 8 TRt
. Automated archiving for instant access to stored documents'

" Infegrated address hook for expedited shipping and bl"ll’lg

" Form,/Catalog Ordering of print and non-print items:-

- "Qrder on Behalf of* Proxy Ordering for CSRs and administrative assistants,
~. Approval Authority to approve/deny,/ modify orders based or cost or c_qn_tt_ant

‘Configurable Login and Portal pages to emulate customer's look and feel

~* S5 support for secure ordering via customer-supplied digital certn‘lcate

. Complete chargeback information automatically compiled: - - o
1 F Trend analysis using production extract réports & RREIE

= Reportlng capabllltles wn:h Enterpnse Integratlon via.CsV flies T
via grolps o authorized (sers

- FHile-Print Production Warkflow for operator-based printing of jobs
-, Auto-Ticketing Workflow automatically creates job ticket for destination printer:.-
Marage work at all production stages (Pre-, Makeready, Production, Post) :

- AutoFlow™ for Automated Distribution to Production Printers
© Two productlon printer definitions mclijded (additional PDFs avaulable)

QDirect Enterprise Qutput Management for entire orgamzatton S prmtmg

Enterprise Web Login (LDAP, Active Directory} - RN O
- Java-based solution running on a turnkey high avallablllty Sun/Solarls sefver i 5_ :-j-'
T Web serwces AP capahility for creating orders and quérying for orders

" Genuine Adobe PDF Print Driver with auto-upload woskflow (unllmlted client ||censes)
 Server-based PDF convéfsion to support uploadlng of native F!es
" Template Based Ordering for simple Adobe PDF Forms .- . : -
--* WebCRD Dynamics™, rules-based variablg data |ntegrat!on usmg forms desxgned wn:h FusionPro™
"lob Cost Estimating for automatic estimates and pricing L
Advanced Job Cost Estimating including volume price plans, group pl’iEIl‘lg, dtscounts
DocuShare® Integration: order from DocuShare & authentlcate WebCRD users via DocuShare
SiteMindes® Single-Sigri-On authentication’ AT
Multiple languages (and locales) supported by a szngle seiver i
Customizable landing page content and iook and feel per appl!catlon pruﬁle
Analytics for complex usage reporting aftd anafysts
Credit Card external payment system [ntegratlon R
Process Manager integration B
Multlple site support with site-to-site jOb routmg

“_:‘(g) ) Rochester Software Associates, Inc. 69 Cascade Drive Phone 585.262.2690
== o Integrated Workflow. Resits. Rochester, Mew York 14614 | Fax  585.262.4808
ngﬁa# www.rocsoft.com Email RSAinfo @ rocsoft.com

#2008 Rochester Saftware Associatas, Inc. ActoFiow, Autosmck CentrzalPDF, RSA Makes ItEas:el SutePDF. QDirect, WebCRD, WebCRD Base. WebCRD Pro, and Web(RD Enterprise
System are trademarks of RSA_ DocuShare is 2 trad k of Xerox C ion. FusionPro 5 a of Printable. SitehAl is a rrad k of Computer Associates. Al non-RSA
brands and product names are trademarks or reqistered trademarks of their respective companies 02708
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Autromeated FPrivg If you re spendlng more time
preparing and managmg jobs than actually prtntmg them, your digital presses may

be sitting idle—and that can hurt your return on investment. Keep your production
pipeline filled with revenue-building jobs. Liberate your highly trained people from
routine tasks so they're available for more critical ones. Streamline your processes,
from order entry through shipping and billing, so you can take on more work and
satisfy more customers. In short, automate your workflow for greater productivity
and profitability. Xerox can help.

i 2 " sapsona oot
foke the work out of vour waorkfiow,

Malke it easy for your customers to securely do
business with you—anytime. Create workflows
once—from the simple to the complex—then
efficiently use thern over and over, autormatically
preparing and routing jobs to maximize the use of
your existing resources. Quickly and easily utilize
variable data ta expand your application offerings.
And so much more, Our automated solutions give
you an integrated, modular, and scalable approach
to workflow autormnation, enabling lower operating
costs and increased revenues.

Leverage the Web and you'll be able to capture
volume while building customer loyalty. Accept
new jobs, and reorders for existing ones, through
a secure Web portal and reduce production
errors with autormatic job ticketing. Customers
stay informed without tying up yous staff, thanks
to email and online job status capabilities.

Estimating is virtually eliminated, since

customers can get pricing information online
as they place their orders. All the while, you con
better manage your production with flexible
pricing, job flow, users, and much more—far
exceeding merely ¢ Web-to-print storefront.

Better for your customess, and better for you.

Our focus on providing selutions
Xerox has years of experience not only
providing robust printing technology, but
also sobust digital workflow solutions. We

realize that printing a job is only half of

* what is required to satisfy our customers

and yours. How does your prepress operator
move from a handful of jobs per day to
hundreds per day? How do you establish
your print e-business, communicate with
your custorners, and get jobs into your
facility? And how do you tie your customer
information in with the printed job to
streamline finishing and shipping? Workflow
autornation: addresses these and other
needs, bﬂngmg you unlimited e-business,
cost reductions,

and productivity
enhancements. We
don't provide products
alore—with workflow
automation, we deliver
solutions to you and
your custome_rs. RS




Imagine if you had software that automaticalty
processed your diverse customer jobs. A file could
be received, inspected, preflighted, checked for
errors, imposed, cropped, and more—without
anyone having to touch the file. So a job that
manually took more than 60 minutes to process
could be ready in 10—which means you could
get more jobs into and through your workflow
while keeping your digital presses running.
Thanks to conditional logic, this automated
approach can be applied te simple or complex jobs.
Build decision-making into your workflows—

for critical steps such as imposition, color
management, and more—and your workflow
wilt do the work for you. Smart.

The key is sophisticated load balancing and job
scheduling enabled through workflow automation.
You'll be able to increase throughput by processing
and routing jobs across multiple printers—
digital and offset. You'll improve productivity

by splitting jobs based on color vs. monochrome
pages, copy count, and page count. And you'll
do it all autematically, which will reduce your
production costs and improve your turnaround
time. Put it together and you have a single point
of control that gives you multiple benefits.

Help your customers increase revenues and
boost their response rates with personalized
communications enabled through variable
data prinfing. Add a level of security to their
high-value documents—such as event tickets,
1D badges, and transcripts—with special
effects that you can affordably produce. You
can even integrate the worlds of print and
electronic media and make it easier for your
customers to create and preduce personalized
communications through multiple media, Using
one solution, you can create, deploy, and track
highly effective vasiable data and cross-media
campaigns, leveraging customer information to
achieve dramatic returns on marketing investments.

0y oy,

With an autornated workflow, you can effectivety
priofitize and direct jobs throughout your print
operation. Instead of different workflows for
your digital monochrome, digital color, and
offset presses, you can streamline using one
workflow—and remove redundant tabor and
technology as aresult. You'll benefit from
automation on our digital presses as well, where
innovations remove much of the guesswork
and time from the process of achieving great
resutts. Tasks that used to take the attention of
a dedicated press operator can happen with the
push of a button, The result is mere uptime and
more consistency than ever. And that will make
you more profitable.
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Automate to save time and enhance your return on investrment for every JOb from po;nt of
entry to final delivery. Whether you use one product from the Xerox FreeFlow Digital Workflow
Collection or integrate several to meet your specific workflow needs, these solutions can help
you connect with your customers, reduce costs, and enable new applications.

- e,

1

Autornation selutions thot meet vour workf

CGrdar Eotry | Preporation | Submission | Procassing Customer Volue

FreaFlow Web Services, A convenient order process, automatic estimating and billing, and ready access
powered by Press-sense™ for reprints. Speeds workflow by cormmunicating complex job instructions and
automatically sending jobs for prepress processing whilte managing back-end-
production with flexible pricing, job flow, users, and much more.

FreeFlow Process Minimize time-consurning prepress tasks while eliminating bottlenecks, freeing
hManager™ up skilled labor for “critical” jobs. Maintains guality/consistency across digital
and offset environments.

FreeFlow Express to Print Simple docurnent job preparation. Quickly and easily prepare jobs for print.
Automate repetitive imposition and finishing setup. Priced and featured for
light production/entry tevel.

FreeFlow Makeready™ . Extensive pageslevel decurnent editing. Improve tirne-consuming, labor-intensive,

and error-prone prepress processes. Streamline hard copy and electronic file
integration. Enable complex tab programming and variable data printing.

Freeflow Output Multiple {offset or digital) production printers function as a single integrated
Manager™ systern with growth flexibility, enabling more efficient production schedules _
and better use of print resources,

FreeFlow Print Manoger Remote access and job submission. Monitor muttiple printers from asingle

interface, Unify offset and digitai workflows.

FreeFlow Print Server . Arobust, fully featured print server, Drives Xerox production printers. Offers

i high-end features {sophisticated color management, simple to complex
variable data jobs). Order/customer data stays with job through finishing,
allowing for a fully strearmlined workflow.

FreeFlow VI Suite Optimat speed for personalized document production. Prints variable jobs in
minutes rather than hours or days. Increases response rates with high-value,
high-impact customized content. Extends reach with electronic personalized
docurnents for additional forms of custorner contact.

Ahabie® Design/produce high-vaiue, high-impact VI jobs and campaigns. Easily
develop/implement personalized cormnmunications and cross-media
publishing. Integrate profitable Web-to-print and VI programs and track results
automatically by utilizing @ marketing dashbeard.

For more information on Xerox Workflow Automation, call i xe r@x

1-800 ASK XEROY or visit us on the Web at: www xerox.comdireeflow.

© 2008 Xerox Corporation. All rights reserved. Xerox®, the sphere of connectivity design, FreeFlow®, FreeFlow Mokeready®, FreeFlow Output
Manager™, FreeFlow Process Manager™, The New Business of Printing®, VIPP®, end XMPie® are trademnarks of Xerox Corporation in the
United States andfor other countries.

Adobe® and PostScript® are trademarks of Adobe Systems Inc. Press-sense™ is a trademark of Press-sense Ltd, 11/08
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FreeFiow®
Digital Workflow Collection xe rox

Makeready®

Xerox FreeFlow
Makeready RN
Advanced document
preparation to maximize
prepress efficiency.

: G




Take the labor out of
your labor-intensive jobs.

Document preparation just got easier. Xerox FreeFlow Makeready streamlines labor-
intensive prepress operations so you can make quick work of even the most complex
jobs. It gives you “what you see is what you get” (WYSIWYG) page programming, .
drag-and-drop document assembly, flexible late-stage editing, and even a simple way
to start adding variable content to your documents. | |

See into the future.

View the effects of your job setup before

you print a single page with the WYSIWYG
interface. FreeFlow Makeready increases
accuracy and simplifies proofing—saving you
time and streamiining your prepress activities.

Enhance productivity..
With FreeFlow Makeready and its extensive

document-editing tool—including automatic .

tabs and tab annotation—Makeready's PDF

warkflow enables your operation to get jobs. -

in and out the daor faster than you ever
thought possible. : '

" Make every job a winner.

FreeFlow Makeready provides your operutdrs '

with the tools they need to tackle every job, ; T

including the maost complex ones, Even _
last-minute requests for late-stage edits can:

be handled quickly and easily, making your: "~
operation more responsive to your custonﬁers.’__' :

)
%

- WYSIWYG Interface

Advanced PDF Support.
Supports mixed page _
" sizes upon insert; honors | Specialty Imaging Text
page sizes in PDF.

Electronic iéh Tuble .

s Iﬁ;'mt flexibitity i Document preview Composition ﬂexibiiity Electronic Light Toble

FreeFlow Makeready.” ~ Choosefromseveral .  Take advantage of Offer precise control over
tccepts a wide range of logical views of custom Imposition front-to-back alignment
industry-standord file - docurnents for printing templates and selective using WYSIWYG

types, including Adobe® pages or book layouts page programming to registration for a range
PostScript®, PDF, EPS, . . - tosimplify the proofing Improve accuracy and of book publishing

TIFF, JPEG, and more, and approval process. reducerework. . applications like

plus hardcopy via the T : booklets, catalogs, *

FreeFlow Scanner 665°. e R 7 and manudls.
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Choose from:

» GlossMark®

« Correlation Mark
» MicroText Mark
= FluorescentMark

Specialty Imaging Text
Unique special effects
deliver more value and add
security to your documents.

)i

Document Repository

\i

Subset finishing—

automatically

Reduce the time
required to program
comnplex finishing
options with Automated
Subset Finishing.

Outstanding tab
capabilities

Enable multi-line
annotations, bleed tabs,
precut tabs, and PDF
bookmark support.

Production Printing




Fewer touches.
Greater productivity.

When jobs can go quickly and automatically from submission to printing to
finishing to shipping, your productivity and profitability can soar. It comes down
to more jobs in, more jobs out, for a greater return on your investment. The Xerox
FreeFlow Digital Workflow Collection can help you automate to save time and reduce

Co'sts_for every job, from point of entry to final delivery.

Orders come in through your current system or
the 24/7 Web portal enabled through FreeFlow
Web Serwces powered by Press—sense‘“

Immedlately they'ré processed through:
FreeFlow Process Manager™, which
automatrculiy handles preflight, rmposmon
scripting, and more, : '

FreeFI_ow Print Manager takes care of jbb_ N
ticketing arid tracking—it can even integrate
with your offset prepress systerns.

Jobs can dlso be prepared with our document
préparation software, which allows you to...
view and prepare jobs for printing—FreeFlow'
Express to Print uses templates for ease and.
simiplicity while FreeFlow l’\lt::lkei‘e'cxdy‘s puts
advanced capubilmes at your fingertips.

Now FreeFlow Output Munnger tckes over,
acting as. a centraiazecl collection’ point to route
and schedule jobs across multiple priniters.

Finally, the FreeFlow Print Server RIPs the jobs,
providing timesaving efficiency, excellent image
quality, and benchmark secur!ty :

Looking to gcun a competltlve edge7 Use the

FreeFlow Variable Information Suite to add:.

personallzution and cost-effective secunty
features to your documents :

The bottom line? Whether you use ghe of
these products or integrate several to meet
your speacific workflow needs, you can connect
with your customers, reduce costs, and enable
new applications.

(

Xerox® FreeFlow® Makeready® Specifications

_ Software

FreeFlow® Mukereudy‘é includes: .
o Freeflow® Makeready®

= Scan and Print

« File Manager )

= Printer Administration Tool

» Print Manager Advanced Print Path
» Printer Registration

. Regisfered Printer List Locator

« Printer and lob Status

Options:

« Set Labeling/Data Merge

« Copyright Clearance Solution (4.5, only)

" » Video Capability: PCl-based or AGP Video

Minimum System Requirements

FreeFlow® Makeready® requires a server
plotform that meets the following minimum
specifications for optimal performance:

« Processor; Dual Intel® Xeon® 2.8 GHz equivalent
or better

« System Memory: 2 GB or better

+ Hard Brive: 10 GB of available SCSI/SAS
hard disk space to install FreeFlow®
Makeready® software; additional space required
for customer data

Controller with 128 MB RAM
» Ethernet Capabllity: 10/100/1000 MB/sec
« Display: Analog CRT or LCD Monitor
s Input Devices: Keyboard and Mouse
= Periphieral Devices: DVD/CD-ROM Drive
» Backup Storage Device recommended
Also required for FreeFlow® Scanner:

» SCSI Controller Card: Adaptec Ultra160 (35160)
or Adaptec Ultra 320 (39320A-R}—must be
retail version

= PCI Interface: One (1) Standard PCI slot
{32/64-bit interface) for SCSI Controller
Card above

Supported Scanners:
« Xerox® FreeFlow® Scanner 665°
» Xerox® Production Scanner

For more information on Xerox® FreeFlow® Makeready®, call
1-800 ASK XEROX or visit us on the Web at: www.xerox.com/freeflow.

® 2008 Xerox Corporatian. Al rights reserved. Xerox®, the sphere of connectivity design, FreeFlow®, FreeFlow Makeready®, FreeFlow
Output Manager™, FreeFlow Process Manager™, GlossMark®, and 665@® are trademarks of Nerox Corporation in the United States andfor

ather countrles,

Press-sense™ Is o trademork of Press-sense Ltd. Adobe® and PostScript® are trademarks of Adobe Systems, Inc. Intel® end Xeon® are

trademarks of Intel. 09/08
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Xerox FreeFlow™ Scanner 665

|Technoiogy i Document Management | Consulting Services

_ | ﬁ;oVide_ uch improved image

quality for éven_ the. most complex

‘Part of the Xerox FreeFlow™ Digital Workflow Collection




For mere information on the
Xerox FreeFlow™ Scanner 665,
call 1-80D ASK XERQX or visit us
on the Web at; www.xerox.com

Xerox FreeFIowTM Scanner 665 Speclf:catlons

A new standard for scanning image quality and productivity

Image quality Productivily
= The FreeFlow™ Scanner 665 delivers 600 x 600 optical resolution .
and 1200 x 1200 output resolution to preduction printers such
as the Xerox Nuvera™ Printer Family, and 600 dpi color output to
. production color printers. .

Autematic image erhancement scans complex documents and

renders them based on image characteristics withaut operatoy

intervention.

Scanner automatically detects documents placed in the feeder.

+  Faster processing and more sophisticated image quality algorithms &
improve eves the smallest image anomalies.

Improved automatic punched hole fill provides high-guaity output

frem punched originals.

«  Various original document modes withir the FreeFlow™ .
Scannor 665 and DocuSP provide near original document quality.

Interactive Preview allows operators to make multiple image
quality adjustments without reloading the document.

.. Automatic Document Feeder

* Gapaciy:
- Upto 10020 Ib. 5.5" x 6.5" (140 mm x 165 mm)
sheets to 11.69" x 17° (297 mm x 432 mm)
* Paper Weights:
- 13 1b. — 32 Ib. (49 gsm — 120 gsm) simplex
"~ 16 1b. — 32 Ib. (60 gsm — 120 gsm) duplex -

' Document Glass =
+ Upic12'x 18" (305 mm x457 mm)

« Binary for monochrome scans
« 24 hit device indepsndent for ¢color

" Resolution

« Optical resolutnon 600 x 600 dpl (36 blts.’plxe[ mternal)-

« Qutput resolution: up to 1200 dpi monochrome,
600 dpi color

" Reduction/Enfargement 10
« Monochrome—10% to 400%
"+ Golor—11% to 150%

%, FreeFiow™
S v

SHyRal Warktiow Tallnoton

: Scan Rate

g 'f_lmage File Formats

-« Cofor—TIFF 6.0 Technical note 2

‘Image Processing Features =

+ Onboard image processing—industry best

+ New color Automatic mode-——Automatic mode now
available for.both menechrome and color

+ New color controls for saturation, hug rotation,
and color cast adjustments

+ Background detection and suppression

+ More refined sharpening control

« Halftone descreening

= Elecironic page deskew

= Elecironic punched hole removal

« Manochrome—up io 65 sm;plox images/mingte;
up to 20 duptex images/minute

*+ Colos—up to 60 simplex 400 dpi images/minute
and 40 600 dpl images/minute; up to 20 duplex 400 dpi
images/minute and 20 600 dpi images/minute

« Monochromé—TIFF 6.0

; Compress:on

Electrical Requirements

‘Physical Dimensions

“Options

. Monoohrome—CCITT Group IV
* Color—JPEG

« 85— 264 VAC.
= Input frequency: 47 - 63 Hz -
+ Rated power consumption: 139W

= Scanner with Document Handler:
- 13.9" high x 31.3" wide x 26.4" deep
(353 mm x 795 mm x 671 mm)
- 106 tbs (44 kg)

= Fpotswitch

“2004 Xerox Corporation, XERDXE, The Dogument Bompany@ DuouCutur‘ DigiPatt™, FreeFlow™, the digital X and the identifying produet names and rumbers hecein are trademarks of/or licansed to XEROX CORPORATION.

Al non-Xerox brands and product names are of their

Product huild status andfor spscifications are subjec! to change without notice.
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It's your business. Step it up.
With the Xerox FreeFlow® Print Server.

.- Discover the sleek, simple, and smart way to step up yous workflow produchwty with greaier control _
- over data streams, job queues, output quahty and more.

The Xerox FreeFIow Print Server combines the exienswe herstage and ou[standmg capab:lmes nf
Xerox produgtion sclutions into one sleek and compact print server. Its drag-and-drop user mten‘ace

~ makes it simple for training and for worklng And it's smart in the way it sirearnlines and organlzes
your workflow to optimize every production prlnter in your shop. With ConfidentColor Technology -
for enhanced color management, It's our most advanced print server technelogy to date.

Built and refined based on experience and feedback from users of more than 35,000 Xerox DocuSP® Servers, the Xerox FreeFlow Print Server retains |
all the advantages of the DocuSP product line while adding exciting enhancements. Plus, it delivers the benefits of a single workflow with commen
features on a common platform, providing a familiar PIGCeSS across your production fleet. :

The Xerox FreeFlow Print Server will help you &utomale reduce costs, and enable new applications, whether you're startzng out with S|mple d|g1tai
printing or delivering complex variable data jobs.

Xerox FreeFlow Print Server Graphical User Inteface (GUI)

Shorteul buttons
allow you quick
access {0
frequently used
features
¥
! eI U U L graupe] HOLD - Gystem Agminisratar -
2CasieLong s ps gravgat HOLD Sysiem Administirter
g ISt e PURET 7 SERGeRLIGDE " o [
fat the Printar Travel Js.ps
procs giavpal | By
.-, Waming for Procasser . A Beycaghb.pck . PRI gravped HOLD c 1oL, Brstem Admistsiralar .
Pialing for Processer chingred ot - gravnl_HOLD - Systom Asministralor
Waning for Pracessor - ) : : . Fraupel HOLLY : - Gystom Adminishatar - -Mauﬁ ‘007 5 PM
Drag-and-drop iy uese e b
H i3, ) B Bike_Dapo_singlapgspdt - - fraupef_PRREIT . . Sysfers Adomistraior BWar16, 2007 YIS AR
]Uh ma“agemen‘ B . Hala iy Gpe; aar SpotialsSaapleps . glaupst_PREIT Ryster Adnvnsratar . KASITE 2067 135 PU
allows you to Hetd By Oporater - ARG S, - AU, PRRIT S ByslemAdministalir . Har 15,2007 185 PR -

sasily move and
prioritize jobs

i f
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Customizatile GUY can be set up to match your workflow and queles



Simplicity—to help you gel the work done.

An intuitive and fast operator experience translates info a streamiined
workfiow. The user-friendly GUI minimizes job submission to click,
drag, and drop; making it simple to manage multiple print jobs from
multiple queues.

With the power of over 250 print queues, which can be integrated with
hot folder submission, you can program queue settings and utilize them
over and gver. Sef queues according to job or customer—it’s up to you.
The FreeFtow Print Server supports open industry standards such as job
definition format (JDF}. Process JOF job tickels through hot folders

* and receive feedback on job status and process times so you can
efficiently manage your print schedule.

Preflight capabilities enable quick checking for common errors before
“comimitting to print.” You'll also benefit from two levels of preview
capabilities that allow you to preview static and Variable Information {VI)
jobs bejore scheduling. Generate a low-resolution proof to veriy job
layout, formats, and intended color rendition. Or with Advanced Preview,
generate a high-resolution preview that can be reviewed at the pixsl
level, giving you absolute color control over your job.

ConfidentColor Technology—nprepress through production.
The Freeftow Print Server is part of the only PANTONE®-licensed
solution that includes the server and the digital color press. If features
ConfidentColor Technology, a comprehensive suite of color-management
tools that provides consistent and predictable results with enhanced
color matchirg, including accurae tings and
highlights. Additionally, it supports Duotone, Tri-tone, s
" n -J 3
and Quad-tone, as well as "Custom Spot Colors” and  PANTONE
P ; ° o Digitat Color
Device N supported by the Quark®/Adobe® suite,

The dynamic DeviceLink ICC profile feature provides the real-time
build of custom RGR and CMYK DeviceLink ICC profiles, allowing you
to emaltaie any printing device you cheose. In addition, you can preserve
the black (K) pathway when moving between printers and color
managerment for superior overall image quality.

Automatic Image Enhancement (AIE) gives you “one click” photo
enhancements for exposure, sharpening, saturation, and red-eye
redution. This provides for quick and simple modifications to photo
applications while maintaining the integrity of the rest of the document.

Benchmark security.

Get multiple secufity levels, all based on super stable and secure
UNIX®. Enerypted job-submission modes provide for public and private
key encryption. For security profiles, the FreeFlow Print Server offers
custom setups, a secure password, and a print mode that limits duplicate
page printing. Rest assured, you are working with a very secure system,

Overall performance for every workifow.

Efficiently compose Variable Information (V1) jobs with sopmstlca%ed
formats and graphic efements. With its broad range of VI capabilities,
FreeFlow Print Server is the logical printing solution for both transactional
printers using mainframe data streams such as AFP/IPDS, LCDS, or a
VIPP® workflow, and commesciat printers using graphic-intensive VI
workflows. It securely handles all of the most widely used data streams,
50 you have ihe flexibility to print to a variety of print engines based on
the application, not the data stream. The ability to accomplish PDF
generation with no additional workflow steps makes the FreeFlow Pring
Server a perfect choice for print and electronic workilows,

VI imposition supports commaon file formats, including VIPP, PPML,
PDF, PostScript®, and PCE5e. All data is kept intact using a native format
without file conversion. - '

- Parallel processing, available for many printers, enables concurrent

operation, speeding up the production of hundreds of small jobs or
complex V! jobs with thousands of custormer database eniries. The
FreeFlow Print Server will optimize page parallel or job parallel RiPping,
delivering peak performance for every print job,

Meeting your daily needs while expanding your opportunities.

it's the sleek, simple, and smart way to connect with what your customers want. The Xerox FreeFlow Print Server helps you automate more job
steps, optimize your workfiows, and enatve new appiications. Each and every job will benefit from unprecedented productivity, outstanding color,

powerful variable data capabilities, and benchrnark security. And it works with more than 40 Xerox
preduction pﬁnters including monochrome, highlight colog, full colar, cut sheet, and continuous feed, as
well as the ever-widening family of innovative Xerox FreeFiow workflow sofutions. Seamlessly integrate the
components of your existing workflows, offset as well as digital, for powerful job contrel, time-saving

efficiencies, and unified operations with the Xerox FreeFlow Print Server,

FreeFlow’

Print Servar




The power of Xerox FreeFlow:

Workflow solutions to help you build your business.

Xerox FreeFlow solutions enable you to connect with your customers,
reduce costs, and enabie new applications never before possible.
Thousands of companies worldwide depend on FreeFlow to streamline
and automate workflow processes—saving time, fabor, and waste while
shifting quality, productivity, and efficiency into overdrive. Built on
industry standards, Xerox FreeFlow integrates and extends your
axisting workflow to deliver measurable business benefits.

FreeFlow Web Services, powered by Press-sense™, provides a
Web portal that is available 24/7, enabling customers Lo securely
submit new jobs and reorder existing ones over the internet (or an
intranet} from virtuadly anywhere.

FreeFlow Makeready and FreeFlow Scanner 665 serve as a
document composition solution providing prepress toals such as
scanning, imposition, tab programming, late-stage editing, color
managemeni, and inegration with Adobe Photoshop® CS, allowing you
to maximize overail print quality and efficiencies in prepress.

FreeFlow Process Manager automates typical prepress steps so
you can prepare, proof, and print jobs with less operator intetvention.
The result is a touchless workflow, processing more jobs with less time
and money—and keeping your printers printing.

Digita! Workflow Collection

FreeFlow Output Manager enables automated management of

- valuabie printer resources by acting as a centralized collection point for

print jobs that will be distribuled across the enterprise. Muitiple printers
can work as efficiently as one with sophisticated load balancing and
job scheduling.

FreeFlow Print Manager allows for easy job submission to all of
your cutput devices and provides full Xerox job ticketing as well as JOF
job ticket support. Printer ackivity is coatinually monitored, simplifying
job tracking and shop status. Print Manager alse supports job flow from
popular offset shop management systems, allowing you to maintain a
single workflow that can drive both digital and offset print systems.

FreeFlow Variahle Information Suite is a collection of tools that
preduces optimal variable print jobs. The VI Suite contains all of the
software components you need to create high-value, personalized
documents including the print-optimizing VI Interpreter, which delivers
unmatched throughput and print efficiency.

Open standards, hig-picture solutions. N

Xerox FreeFfow products and print engines are built on open standards
such as JOF, PPML, ICC, PDF, and many others, enabling seamless
integration with your existing production workflow including more than
100 business partners speciaizing in all areas of print and document
management.

Find out more.

It's your business. 'Want to step it up? Call 1-800-ASK-XEROX, ext 774, or visit us online at www.xerox.com/FreeFlow.

© 2007 XERGX CORPORATION. All rights reserved. XEROX*, DecuSP®, FreeFlow”, and VI®P= are registered trademarks of or licensed to XEROX CORPORATION ir the U.S. and/er ofther sountiies. PANTONE® is a registerad
trademark of Pantone, (nc. Adobe®, Photoshop®, and PostScript® are registered trademarks of Adobe Systems Incorporated in the U.S. and/or cther countries. Press-sense™ is a trademark of Press-sense Lid. Quark® is &
registered frademark of Quark, Inc. UNIX® is a registered trademark of The Open Group. 4/07 B10P727880
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rness the power

of many printers.

Work as one, automatically. FreeFlow Output Manager provides a single point of
control for managing mixed jobs and multiple print production systems. It effectively
and automatically prioritizes, schedules, and splits print jobs throughout your operation.
As a result, you can reduce turnaround time and increase capacity. And that can help
you lower your costs and grow your revenue.

A single point of control.

This powerful software is not only effective,
but also simple to use. You can customize

the interface based on location, work shift,

job type, and other criteria. Assign queues

and printers to groups to further enhance its
effectiveness in your operation. As the singie
point through which all jobs are scheduled and
routed, FreeFlow Output Manager serves as a
window on your production world,

Job Submissions

Input and output flexibility.

With FreeFlow Output Manager acting as your
centralized collection point, you can accept
jobs in diverse data streamns from anywhere on -
your netwark. You can even offload jobs from a
multifunction device—such as those with high-
volumes or special finishing options—and route
them to your production workflow.

Maximized productivity. -

FreeFlow Output Manager eliminates
labor-intensive decision-making steps by
automatically routing jobs to the appropriate

: ’ . Job Status .
* printer, including the full line of Xerox
monochrome, highlight-color, and full-color ' _ 5
digital printers. Mixed monochrome and color |
jobs cdn be produced more cost effectively,
and thresholds can be set for the number of Input flexibility Loud bulancing Job splitting Scripting
color pages reéquired for a job to be split. With Accept jobs from: Increase throughput Imprave productivity by Enabie tighiter
its sophisticated load balancing and job . « Job submission clients by processing jobs - splitting jobs based on integration and
scheduling capabilities, FreeFlow Output : R Internét across multiple printers color vs. monochrome custormnization of
Manager lets you grow your capacity with. < Network PCs autematically. pages, copy count, or workflows through

page count. o scripting of job

the technology you already have. pracessing functions.

s Mainframes
» Hot folders
“» Multifunction devices



Print Production Versatility
Frorn monochrome forms to highlight-color newsletters to full-color catalogs and

" brochures, FreeFlow Qutput Manager helps you produce the applications you need
while maximizing the productivity of your digital printers. It works with alf Xerox
digital printers as well as other manufacturers’ printers with IPP and LPR support.

Job attribute matching Accounting module Support for

Eliminate decision Manage printer multifunctionat devices
making by automatically  accounting information Scan jobs on

routing johs to the fromacentralpoint and  multifunctional devices
appropriate printer, ensure balanced usage and send to production

actoss a fleet of printers,  to promote effeciency
or address special
finishing needs,

¥




Fewer touches.

Greater productivity.

When jobs can go quickly and automatically from submission to printing to
finishing to shipping, your productivity and profitability can soar. It comes
down to more jobs in, more jobs out, for a greater return on your investment. The
Xerox FreeFlow Digital Workflow Collection can help you automate to save time and
reduce costs for every job, from point of entry to final delivery.

Orders come in through your current
systern or the 24/7 Web portal enabled
through FreeFlow Web Services, powered
by Press-sense™.

Immediately, they’re processed through
FreeFlow Process Manager™, which
automatically handles preflight, irposition,
scripting, and more,

FreeFlow Print Manager takes care of job
ticketing and tracking—it can even integrate
with your offset prepress systems.

Jobs can also be prepared with our docurnent
preparation software, which allows you to .
view and prepare jobs for printing—¥FreeFlow
Express to Print uses templates for ease and
simplicity while FreeFlow Makeready® puts
advanced capabilities ot your fingertips.

Now, FreeFlow Output Manager™ takes over,
acting as a centralized collection point to route
and schedule jobs across multiple printers.

Finally, the FreeFlow Print Server RIPs the jobs,

providing timesaving efficiency, excellent
image quality, and benchmark security.

Looking to gain a competitive edge? Use the
‘FreeFlow Variable Information Suite to add
personalization and cost-effective security
features to your documents.

The bottom tine? Whether you use one of
these products or integrate several to meet
your specific workflow needs, you can connect
with your customers, reduce costs, and enable
new applications.

Herox® FreeFlow® Output Manager™ Specifications

Minimum System Requirements

FreeFlow® Output Manager™ requires a server

platform that meets the following minimum

specifications for optimal performance:

» Processor; Dual Intel® Xeon® 2.8 GHz equivalent
orf better

e System Memory: 2 GB or hetter

+ Hard Drive: 10 GB of available SCSI/SAS hard
disk space to install Qutput Manager™ software;
additional space required for customner data

» Video Capability: PCI-based or AGP Video
Controfler with 128 MB RAM

"« Fthernet Capability: 10/100/1000 MB/sec.

« Display: Analog CRT or LCD Monitor
» Input Devices: Keyboard and Mouse "
» Peripheral Devices: DVYD/CD-ROM Drive

» Backup Storage Device recommended

Minimum Software Requirements

+ Windows® Server 2003 Operating System
s One of the following Internet browsers:
— Internet Explorer® 6.0 or higher
— Netscape® 7.0 or higher
— Firefox® 1.0.6 or higher

For mare information en Xerox® FreeFlow® OQutput Manager™, call
1-800 ASK XEROX or visit us on the Web af; www.xerox.com/freeflow,

© 2008 Xerox Corporation. Al rights reserved, Xerox®, the sphere of connectivity design, FreeFlow®, Freeflow Mckeready®, FreeFlow
Output Manager™, and Freeflow Pracess Manager™ are tradermarks of Xerox Corporation in the United States endfor ather countries.
Press-sense™ is a trademark of Press-sense Lid. Windows® and Internet Explorer® are registered trademarks of Microsoft Corporation.
Netscape® is a registered trademerk of ADL. Firefox® is a registered trademark of Mozilla Foundation, 09/08

610P729782
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| Informatton is your company ’s greatest asset
Xerox can help you keep it safe

Xerox dlgzta! secunty solutlons lock down mission- critlcat dlgatal lnformatlon to make sure it

“doesn’t fall into the wrong hands. We provide the most comprehensive, systems-based securlty'-' .

“solutions that allow you to restrict access, track usage, and protect confidential data that flow
through CopyCentre® WorkCentre® and WorkGentre Pro® multn‘unctlon devices - ina smgle
workgroup or for an entlre company : S

Architecture o

The Xerox SMart controller prevents unauthonzed
access by maintaining strict data separat;on among -
print/copy/scan/fax functions. It also implements
effective authentication and authorization mecha— "
nisms for all conhguratlon and setup tunctions

Your data is always controlled. -

Xerox WorkCentre® Pro 276~ = - Standards
Advanced Multifunction System - Xerox products comply with stnngent mdustry L
B O ) T standards, including Common Crltenacemf;catuon s
and various govemment-mandated mdustry SDBCifIC_ _

regulations. Your security w:ll he mplemeeted '

via proven methodolegtes ' | -

‘Extended Capabtlltles = .
Xerox security features are enhanced by integratlon .
with solutions from Xerox Business Partners. You -
can extend your protective shield even further.

Xerox offers 30 multltunctmn systems that have recetved the e
Common Crttena certmcatlon |




% 5 your chﬁbal ne_ed to keep documents secure

B Ata time When 50 many otfrces are networked and ) much rnformatron’ SN
IR _rs digital, the threat is very real. If important information that belongsto
. your organization is stolen, destroyed, falsrtred or ptaced in the Wrong
 hands, the results can be devastatrng e AL

" "f'Compare thrs to othermanufacturers certfication methods Ottena N LA
- product is published as Common Criteria certified but it only pertains to;- SRR
. asingle feature The feature is deemed Common Criteria certified but -

 the entire system is not. Xerox's security approach is a commitment
" that all features and tunctmns not ,rust one or two of the system are
'safeandsecure R




o '--'-f--;':'Xerox is commzited to helpmg vou meet your securzty“-' |
 :FCh3"EngeS e e S

; -The Health Insuranc" Portab:lltyand i
Accountablhty Act (HI’EPAA) (Health) el




jj238 / 245 / 255 / 265 / 275 / 90 and

'CepyCentre 2128/ 2636 / 3545 and 90

have all received the Natlonal '

._ Informatlen Assurance Partnershlps
N IAP) Common Criteria certiflcatzon

‘This cert:ﬁcatlon makes it easaer for

. Lito secunty breaches Xercx deemed it unnecessary to apply fcr Common Cntena
S cen‘fﬂcatmn fcr systems that do net have Hard Dtsk DI’!VE’S Sat

e *Ean’ter versions may be updated by wsrtmg WWW xerox com/secunty and

- WorkGentre® Pro 3545 . . Xerox customers to meet the high--- |

with Beoklet Maker I I U TR

downloadmg the iatest software updates

mcreasmg regula’dons in the government mzhtary, health
care, Iega{ and fmanmal secters - phe i) R




_Burlt in Ftrewal! | e T
©eBlocks unwanted connectrons o secure network devrces
L - Controls oommumcatrons wrth speen‘rc network chents A
i based on IP address and/or port number nltenng rules

E 5 _UserAuthentlcatron

" Restricts access to scan em

| ' ”-‘-'valrdatmg user names and pass

ey "‘__-these functions.
e :° Network Authentroatr

" ::*5_. Soan by user group

| -:S_Lfif'fﬁewee Aeeess Password Protect;on

'-jcemﬂcatroh rnclude features such as

L settings cannot be vrewed or altered wrthout a Personal

Identtfrcatron Number (PIN) -----

/ Pnnt'/ Fax.

manage access to and utrlrzatron of, Cop




"j--ffij_tmage U\rerwrtte Seetrrdy e i
- Electronically erases data processed to the hard dtSk |n
B - copy, print; fax, and scan-modes:: i
o e Ellmtnates data stored as part ot rout:ne |ob prooessmg i £
- *Happens automattoally atter every ]ob or on demand at S
- your convenience. - s

Implements a 3 Pass atgonthm speothed in the U S S e
Department of Detense D|reet|ve 5200 28 IVt ------ o

| _Seeure Embedded Fax ; o LR
e Controller architecture tsotates the fax telephone hne and |

the network to tolt any attack

e Faxes can be automatrcally routed 02 password~- o

proteoted fax marlbox or stored at the devsoe untrl an o
authorlzed user releases them for pnntmg B

:-Other robust security teatures (auto/manual answerg'mode,'i.__f'.:_-._zs

T - dial directory setup, and fax reports) can be eustomlzed to-
meetyourtndtwduai need"""' i el e

. *Note; For CopyCentre enable the rnrernalAudrtron feature to manage access and SR
' 'utrlrzatfon for Copy L :



i ;.f_;f:':f_tIOI'l ef the telephene lme ahd the network fax eannect:en

o "?”"Secure Prmt S
~«Holds jObS at the dev;ce unt|l thelr owner releases them e
 withaPIN. | M

- = Prevents unauthonzed wewmg e Y

e Makes sure doeuments dontwalk away Lo

o _'_:-:"'Bemeli\ieiwerk Management

lnternet Serv:ces)

e SNIVlP V3 prowdes enc Y
. communications with t
R CentreWare Web

| Prmt Channel Enery‘_{
L Prowdes a secure ehan
uszng IPSec

job submission




Audn Leg
Bl This feature tracks who dld what (prmtrng scannlng,
S network taxmg) and when (date- and trme stamped)

| ':_f?:';f':lnternal Audltren
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cument Overview - 0

The purpose of this document is to assist System Administrators and IT professionai with
evaluating the security features enabled with the Xerox DocuColor 242/252/260 for secure
network environments. This document will highlight features mostly commonly requested
for high-security environments and detail limitation on the impiementations of these
features.

Xerox and EFI places a high priority on producing products with strong security features;
both have worked together to determine the best requirements for the digital printing
community. EFI has also created a cross-functional team whose primary focus is to deal
with present and future security issues. EFI hopes that the end users will be able to
independenily evaluate the information provided in this overview to develop their own
chosen system of security. Only by choosing measures designed to enhance security -
such as secure password procedures and strong physical security procedures, can the
end user realize a system with security features. '

21 The Need for Security

For Corporate and Government [T organizations, on-going document security is one of the
greatest challenges they face, taxing IT and document production personnel alike. These
organizations are confronted with a more complicated range of security risks than ever
before, as well as growing government regulatory compliance and confidentiality
demands. Although most of these organizations have employed some degree of security
over their electronic document processes; very little attention has been paid to the
document printing process and its vuinerability.

EFI1 Fiery servers and bustled controllers for the Xerox DocuColor 242/252/260 are
developed to assist these organizations with fools in helping to protect electronic access to
documents and data through a complement of sophisticated security functions and options
including SNMP v3, LDAP, SSL and Certificate-driven authentication, and Encryption of
Critical Information.

Some security features and issues require further examination and explanation, based
upon the needs of individual secured network environments. They are specific to
organizations whose security needs require special or higher levels of security protocols.
The items discussed in this document include:

» NAIP Certification (Common Criteria Certification) for Secure Erase
+|PvB

* [Psec

«802.1x

* Port Blocking and 1P Filtering

+» Volatile Memory Usage

* Windows Service Pack Information
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Flery Job Printing Authentication Workflow
+ Some clients have restrictions logging in (outside the circle); others have no restrictions
+ Some jobs require authorization in the job {inside the job)

314 Secure Erase Option

To ensure optimal security, Government agencies and security-minded corporations
sometimes require the complete removal of data from computer equipment. Often, simple
file erasing and/or re-formatting does not entirely remove stored data, and is therefore
insufficient for high security environment as data can be refrieved intact with data recovery

fools.

The Secure Erase Option is designed to remove latent traces of job data from the Fiery
hard disk drive. At the instance of deletion, the space occupied by each job data file is
overwritten multiple times, minimizing the possibility of restoring the data to an inteliigible
form. The method used with the Secure Erase algorithm is based upon the United States
Department of Defense specification US DoD5220.22M. This option provides ISO-15048
Common Criteria security assurance to connected-Fiery servers and bustled controllers to
Xerox DocuColor 240/250 and DocuColor 242/252/260 systems. Fiery System 6/6e and
7/7e are certified with the National Information Assurance Partnership (NIAPY—Common
Criteria Certification. Fiery System 8/8e is currently in certification.

The user enables or disables the feature with the ON/OFF option in Fiery WebTools
Configure, a web-based interface.

Two modes of operation are available with the Secure Erase Option within Linux-based
bustled controllers: “Run Time" and “Idle Time.” Selecting “Run Time” will enable the
secure erasure of a job immediately upon deletion. With “Idle Time” selected, jobs will be
securely erased during idle periods of the engine. While “Idie Time" provides optimal
production performance in secure data environments, “Run Time” offers a higher level of
security.
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The following limitations and restrictions apply:

= Secure Erase does not apply to job files not located in systems other than the Fiery such
as: '

* Copies of the job that are load balanced to another Fiery

+ Copies of the job archived to media or network drives

« Copies of the job located on client workstations.

« Pages of a job that are merged or copied entirely into another job
* Does not delete any enfries romthe joblog - |
« If the system is manually powered off before a job deletion has finished, there is no
guarantee that the job will be fully deleted.
» Secure Erase does not erase jobs submitted through the following methods-

« Submitted through FTP server.

* Submitted through a Novell pserver.
« When printing via SMB, the print job goes through the speoler on the Fiery which
saves the job to disk. The Fiery System software has no control over this, hence the
system cannot securely erase the job.
+ Does not delete any job data that may have been written to disk due to disk swapping
and disk caching.

3.2 802.1x Authentication

Continuing its commitment to highly flexible infegration and connectivity with virtually all
network requirements, EFl is infroducing 802.1x Authentication as a standard feature with
the release of Fiery System 8/8e Release 2. '

802.1x is an |EEE standard for port-based Network Access Control. It allows only
authenticated devices access to the LAN port. 802 1x is based on the Extensible
Authentication Protocot (EAP). It provides security at the data-link layer. When 802.1x is
enabled, the Fiery uses one of the two EAP methods to seek authentication from an
802.1x authentication server {such as a RADIUS server). The two EAP methods utilized
are MD5-Challenge and PEAP-MSCHAPV2. The Fiery seeks this authentication at start
up time. Once authenticated, the Fiery is allowed access to the network. If authorization is
not granted, the Fiery is not allowed access to the network.

Configuration set-up on the Fiery for 802.1x Authentication is performed via a web-based
fool called WebTools.

. The following limitations and restrictions appiy:

Currently supported EAP types are limited to EAP-MD5 and PEAP-MSCHAPvZ,
No TCP/UDP ports are used in 802.1x operation. .

33 IPsec

iPsec or IP Security Protocol provides security to IP protocols through encryption and
authentication mechanisms. As a standard feature, IPsec in the Fiery allows the Fiery to
accept incoming data that supports iPsec using a specific authentication method.

When IPsec is enabled, the Fiery will accept connections from other nodes that are not
using 1Psec..
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The pre-shared authentication keys are used strictly for establishing trust — not for
" application data packet protection.

The interface for setting up IPsec in the Fiery is in the.j“Conﬁgure" section of WebTools. .

34 1P Flltenng

[P Filtering provides aceess confrol fo dewces as a standard feature in a network
environment. There are several network environments where IT Administrators may need
to restrict the access to the Fiery for various reasons: 1) To control print costs, 2) To
segregate budget centers expenses, and 3) To limit the printing activity to authorized
USENS.

The IP Filtering feature is most applicable to static IP environment where the System
Administrator can specify whether fo accept or deny connections from a specific IP
address or a range of IP addresses, blocking client computers from using a Fiery.

35 Port Blocking -

With today's proliferation of computer *hacking”, viruses and illegal data harvesting,
Government and Corporate IT organizations sometimes require the ability to limit network
access to unauthorized users.

By default all ports required by Fiery services are enabled. Systems administrators can
deselect any number of ports from setup. Any ports deselected are disabled by the Fiery,
which also disables the dependent Fiery service

The foliowing table lists all the open ports on the Fiery.
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21 FTP
80 HITP WebTools, IPP
123 SNTP SNTP
135 135 MSRPC | Microsoft RPC Service {External Fiery Server Only)
137-9 NETBIOS Windows Printing
161-2 SNMP WebTools, Velocity, some legacy utilities, other SNMP-based tools
47 | 8P
443 HTTPS HTTPS
445 445 SMBAP SMB over TCP/IP
500 ISAKMP
515 " LPD LPR printing, WebTools, some legacy uiilities
631 PP PP
4500 IPsec NAT
5353 | Multicast DNS
3050
8010
8021-8022
18021 ' "y N
18022 2006 EFi Ports CWS4, EF| SDK-based tools, EFI Driver bi-di functions
18081
21030
22000
9100-9103 Printing Port Port 9100 (with bidi support}

3.6 1Pv6 Support

IPv6 is short for Intemet Protocol Version 6. IPvB is the next generation protocol designed
by the Internet Engineering Task Force (IETF) to replace the current version of Internet
Protocol, IP Version 4 (IPv4). IPv6 fixes a number of problems in IPv4, such as the limited
number of available IPv4 addresses. It also adds many improvements to [Pv4 in areas
such as routing and network auto configuration. IPv6 is expected o gradually replace
IPv4, with the two coexisting for a number of years during a fransition period.

The Fiery will receive the IP prefix announced by the router and then it will negotiate with
its neighbors 1o get its own specific IP address.

The standard Fiery supports the phase-in transition for Ipv6. In the Fiery's IPv6 Phase 1
the foliowing features are supported:

*LPR

+ Enable/disable via WebTools v3.0 Configuration (default i is enabled)

« Approved for IPv8 Ready Phase 1 Logo

The following are the limitations for the Fiery's IPv6 Phase 1 support:
* No DDNS support.
» No DHCPS support.
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* For remote clients over [Pv8, no bi-directional support of any kind, including no b-
directional support in drivers and job monitor.

» For remote clients over IPvB, no support of Fiery utilities, including Command
WorkStation.

3.7 - Volatile Memory Usage

Data is written and stored to areas other than the hard drive dISk of the Flery server and
bustled controller. The foliowing table volatile memory usage and purpose can help
determine the level of security vulnerability:

DDR SDRAM

The executable software is Ioaded from disk and run in this memory. ltis
also used for temporary storage of data files and images. This information
is not backed up and is lost when the power to the copier is

removed. Upon power-on the Network Controller SDRAM is put through
a memory test which performs an overwrite function.

Cache (L2)

1GB

It is used for temporary storage for program code and dafa. Thereis no
access fo individual locations to read or wnte other than the intemal
software itself.

Boot ROM

512 KB

This read-only Flash memory contains the code necessary to boot the
system. A power-on self-test is performed and the bootstrap OS is
loaded. - The area never contains any user image or document data.

NVRAM

2568

Non-Volafile RAM stores boot-up and configuration information. There is
no access to individual locations to read or write, other than the mtemai
software itself

Video Board

512 KB

EF1 video board provides temporary storage for pr;nt data. There isno.
access to individual locations to read or write, other than the internal
software itself.

Network Controller
Hard Disk

40-160

This device confains numerous types of data:

1. - All executable code {operating system, PDL interpreters, network
protocals, document scheduler, etc.).

2. Spooled documents in PDL format from the network, plus scans.

3. Server IDs, server password, user IDs, user passwords, and file
locations (for sharing folders).

4. Al MIB Cbjects.
All resident fonts. S .
6. The hard disk within bustled confrollers employs a UNIX-like format.

o

3.8 ° Windows Service Pack Updates Policy

Effective October 10, 2006 , Microsoft has officially discontinued support for Windows XP
Service Pack 1 and XPe Service Pack 1. However, EF{ will continue to test and release
patches for XPe-based Fierys for both SP1 and SP2 systems.

All XPe-SP1 based Fierys that have all the latest security batches installed (through Fiery
System Update) are equivalent to an SP2 system.

For any customer concerns regarding XPe-SP1 systems and latest SP2 patches, please
contact your authorized Xerox technical support.
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3.9 Virus Software Protection

Administrators can install anti-virus software on Windows-based Fierys with FACI kits. A
local GUI is required for proper configuration of anti-virus software. Anti-virus software is
most useful in a local GUI configuration, where users have the potential to infect the Fiery
with a virus through standard Windows actions. "

For Fierys without a FACI kit it is still possible to launch anti-virus software on a remote
PC and scan a shared hard drive of a Fiery, EFI supports this configuration/workfiow.
However, EF| suggests the Fiery administrator work directly with the anti-virus software
manufacturer for support of this operation.

EFI supports the use of antivirus solutions as used in accordance with this specification.
EF1 does not support or give any warranty regarding the efficacy of any anti-virus software, |

'3.10 Access Control Exceptions.
When using the Secure Print feature from the PostScript or PCL drivers, documents can
be released for printing at the Web LCD with the Secure Print password. .

If user authentication is enabled and the correct credentials are not set the documents will
be visible but they will not print.

EX260 for DocuColor Standalone Windows System 8 v v ' v
260 XPe : :
EX260 for DocuColor Standalone Windows System 8 v v v
242 & 252 . XPe
Network Controller for Embedded Linux System X X X
DocuColor 240/250 6.0e
Network Controller for Embedded Linux System X X X
DaocuColor 242/252 8.0e -
Network Coniroller for Embedded Linux System X X X
DocuColor 260 8.0e
Splash RPX-ii Splash 0S10.4and | RPXi X NA NA
up
Splash RPX-i Splash 0S5 10.4 and RPX-i X NA NA -
up
EXP250 Standalone Windows ‘System v Y ' v
) XPe 6.1 : :
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Xerox Print Driver Platform
Executive Summary

Xerox Corporation has developed a breakthrough print driver platform that can
significantly reduce costs and increase the efficiencies of enterprise printer
management and support. It will change the way that IT administrators view and
manage print drivers in the enterprise. :

The key component of this new strategy, our core driver platform, increases user |
productivity by streamlining the user interface and ensuring a consistent experience |
"across the majority of the Xerox product lines. We feel it will greatly simplify print |
services delivery and reduce end-user trafning and support requirements, lowering i
the cost of IT print services. |

In addition to traditional Xerox drivers built on this core driver plaiform, we are also
introducing two innovative new print drivers:

o Xerox Globat Print Driver (X-GPD} is a universal print driver that offers .
unprecedented ease of use for network administrators managing a diverse
array of print devices across the enterprise. It greatly reduces the time and
effort required to deploy and upgrade print drivers on a network.

» Xerox Mobile Express Driver (X-MED} allows mobile professionals to
quickly and easily find and use printers in any new location, without time-
consuming driver installation and costly suppart calls.

Unlike proprietary “universal” print drivers, X-GPD and X-MED support both Xerox
and non-Xerox printers, an important advantage for I'T managers administering the
typically diverse mixture of print devices on today’s enterprise networks. These
drivers also support 100 percent of the feature sets of most Xerox printers.

In addition, these drivers provide users with a consistent single interface for all
printers, with real-time, dynamic reports of printer status. As a result, users can
easily identify the best printer for their needs, guickly choose the correct options
and see updated consumables status without the assistance of IT.
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Xerox Print Driver Platform
Background Information

Traditional Print Drivers: The “One Driver: One Printer” Model :

In the typical, “traditional” scenario, print drivers are device-specific. While they can
manage a single device or family of related models, traditional drivers generally
can’t be used to manage other printers, particularly from other manufacturers.

Most enterprise networks have diverse output requirements and employ a wide
array of devices with varying capabilities. Some are connected directly to the

. network; others connect via USB to individual users’ computers. The task of
qualifying, installing, and managing those drivers can be a large draan onan:
organization’s IT resources.

In addition, this standard “one driver: one printer” model can proliferate drivers on @
singte print server, increasing the chances of conflicts between drivers. The plethora
of drivers can also slow down migrations to new technology, or delay recovery in the
event of a disaster. It significantly increases network operations staffing
reguirements.

Making changes to a printer or its configuration, in addition, can require repeated
touches of user computers, which slows down device refreshes and increases IT's
support costs. Printer users can be confused by differences between different print
driver interfaces, which not only reduces employee productivity but also increases
the need for additional training and/or help desk support.

Traditional drivers can also be a problem for today's mobile professionals. An
employee visiting a new location must identify and install drivers In order to prmt
documents, or beg “print favors” from on-site personnel. The user's printer list soon
grows to unmanageable levels, whether or not the listed printers are actually
available.

Printing with Universal Print Drivers -

A single “universal” driver platform for all networked devices can reso{ve many of
the issues that arise from the “one driver: one printer” model. A universal print driver
(UPD) provides users and network administrators with a single driver mterface that
communicates with multiple printers.

By deploying a UPD on the network, IT managers can reduce printer support

requirements, install or upgrade printers in a fraction of the time, and reduce the
labor and overhead needed to support network printing. This cuts overall printing
costs for the organization, and increases user satisfaction with IT’s print services.

Unfortunately, older UPDs are proprietary, providing little or no support for other
manufacturers’ devices. The UPD may not be able to print to any device it doesn’t
explicitly support (even from the same manufacturer), and may not always allow
access to all the device’s features and capabilities. For example, the UPD may not
offer access to advanced color management options or print quality settings for a
selected printer, even in the manufacturer’s own product line. .

Proprietary UPDs are cnly of limited usefulness in supporting the diverse array of
output devices found on today’s networks. It’s not always clear if these drivers will
scale to accommodate future printers and multifunction devices when g company ’s
product direction changes.

Moreover, current UPDs still fail to address mobile user issues. Since they usually
can’t provide dynamic, location-specific updates of printer status and availability,
users can mistakenly send documents to printers in other sites. This is frustrating
and inconvenient for the user and, when confidential documents mistakenly print in
a remote location, introduces a potential security risk.
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Xerox Print Driver Platform
Xerox Print Driver Strategy

Xerox Windows Driver Platform ,

The Xerox Windows Driver Platform sotves many of the problems of older,
proprietary UPDs, providing an underlying driver base that unifies a commeon user
experience and feature implementation. Introduced with new Xerox devices in
2007, it forms the basis for a new generation of universal and mebile print drivers.
It also improves the user experience through enhanced ease of use and the ability
to present a common user interface for all supported devices.

Built on industry-standard UNIDRV and PScript core driver components from
Microsoft, the Xerox Windows Driver Platform supports Xerox Office and Production
products including our Phaser, WorkCentre, and DocuSP/FreeFlow devices. It
provides a common driver implementation for Microsoft Windows operating -
systems, including 32- and 64-bit versions of Windows XP, Windows Server 2003,
‘Windows Vista and Windows Server 2008.

Architecture

The Xerox Windows Driver Platform enables a wide range of workflows from a
common driver core. This simplifies driver certification in enterprise environments,
and also significantly reduces or eliminates effort requgred to transition between
driver types,

The Xerox Global Print Driver (X-GPD} is one of the first truly universal print drivers.
Along with the Xerox Mobile Express Driver (X-MED), it shares the same
architectural components as traditional Xerox drivers. As a result, all Xerox drivers in
this platform can present a consistent user experience regardless of printer chosen,
Users will see the same features and behaviors, the same interface components,
and the same driver/application interactions.

These driver solutions will allow users to print to almost any Xerox or non-Xerox
device even when not explicitly supported.

X-GPD lets IT managers virtually eliminate the one printer: one driver model,
dramatically streamlining print driver management across the enterptise. Since the
three driver types share the same core and feature implementations, creating a
common print driver base, IT need only focus on the unique changes in workflow
characteristics, driver improvements or version changes when transitioning between
driver types. This eliminates the need to fully test and certify multiple drivers for
multiple devices, significantly reducing IT support costs.

Integration with Microsoft Core Drivers

We chose to strategically align with Microsoft’s pn int driver development
architectures, basing our platform on Microsoft's core drivers, UNIDRY and PScript,
ensuring that our drivers maintain optimal compatibility with the Windows
operating system.

Consistent Interface Lowers User Learning Curve

Each driver offers distinct workflows tailored to meet the needs of specsﬂc types of
users. Since the drivers share a consistent user experience, users can move between
drivers and printers without confusion, greatly reducing the need to call IT for _
printer support. An employee can instali X-MED, for example, and find each feature -
in the same position in the user interface for every printer they use.
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Xerox Print Driver Platform
Xerox Global Print Driver (X-GPD)

The Xerox Global Print Driver (X-GPD) reduces the burden of network printer support
for IT administrators by providing broad device support in a convenient, single
driver package. It works with virtually all Xerox-branded printers and multifunction
printers {MFPs), and also supports non-Xerox devices that implement print features
using compliant PostScript® and PCL.

Key Features

e  Unified, universal driver. Single driver can be used across the network with
Xerox and non-Xerox devices using PostScript® and PCL PDLs.

¢ Simplified device management. Printers can be upgraded or replaced
without requalification or reinstallation of print drivers.

e Custom printer settings. IT managers can deploy global, pre-configured |
printer settings to all X-GPD-supported devices. In addition, users can
configure their own application-specific printer settings that will be applled
to every new printer they choose. :

=  Single, consistent interface greatly improves user experience.

Unified, Universal Driver

The X-GPD supports virtually all Xerox-branded printers and multifunction printers
{MFPs). Our tests have shown that it also works with non-Xerox devices if they
support a Microsoft Windows implementation of PostScript (Level 2 or Level 3) or .
PCL 5/6.

For fully supported devices, X-GPD will display the full feature set of the selected

device, including such options as advanced color management and print quality -
settings. However, we can't guarantee that non-standard features of every non-

Xerox device will be compatible with X-GPD.

Simpl[ﬂed Device Munugement
X-GPD’s ability to unify and streamline print driver management can dramatlcal{y
reduce ongoing network printing costs.

A single instance of X-GPD can support multiple devices across the enterprise. This
allows IT administrators to streamline driver testing, optimizing the certification
process.

It can greatly simplify driver deployment and maintenance, When a network
administrator upgrades a device with two-sided printing capabilities, for example,
X-GPD will dynamically update the user’s printer options to reflect the new features.

A printer can be easily replaced when using X-GPD; the network administrator
simply plugs in the new device and assigns it the same IP address s the old printer
{or redirects the port). No additional installation or qualification is necessary. X-GPD
will automatically determine which product should be associated with a print gueue
during printer installation, and select the appropriate user interface to use for the
new device.

This capability eliminates the need to distribute new printer queue mappings to
users when changing or replacing printers. Instead, the change can be quickly and
transparently delivered to the user environment without requiring additional user -
intervention.
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Xerox Print Driver Platform
Xerox Global Print Driver (cont.)

Custom Printer Settings

The architecture of X-GPD makes it easy to establish global printer settings for
certain print driver features and apply them across the network. IT managers can
use this capability, for example, to enforce sustainability or “green” by defaulting all
print queues to use two-sided, or duplex, printing, or save money by eiectmg a
default setting of black and white instead of color.

Single, Consistent Interface for Users

Since X-GPD creates a consistent, easy-to-use printer interface, it can reduce user
training and support. When X-GPD is first installed and enabled with bidirectional
communication, it will identify the print device associated with the print queue. It
then selects and displays the correct user interface and feature set for the user’s
chosen printer.

If bi-directional communication is not enabled, or the device is not fully supported -
by X-GPD, the user can choose between manually configuring the print driver far a
richer feature experience or using a standard basic interface.

Printing with Traditional Print Drivers: The “One Printer: One Driver” Model

The traditional one printer: one driver
model significantly increases IT's driver
management and support burden, and'is
frequently a source for driver conflicts on
network print servers. Most “universal”
print drivers are proprietary and support
relatively few devices on the typical
network, doing little to resolve this issue.

Printirig with the Xerox Global Print Driver

The breakthrough Xerox Global Print -
Driver significantly consolidates print
driver management for both Xerox
and non-Xerox printers, dramatically -
reducing IT management and
support requirements.
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Xerox Print Driver Platform
Xerox Mobile Express Driver (X-MED)

The Xerox Mobile Express Driver provides users with a simple, intuitive, and
consistent interface that makes it easy to find, configure and print to the best
available printer in a location.

The driver is location-aware, 1.e., when a user logs into a new location, X-MED
initiates search-and-discovery of printers on the user’s local network subnet, Tt will
display printers found in the new location and will allow the user to construct a
customized list of printers for each new location so that the user only sees the
printers that are relevant for their current setting.

Key Features

e Configures itself at print time. When the user selects a printer, the driver
automatically populates its interface with the correct options and status -
information for that device.

e Helps users find the right printer without IT. Lets users find and sort
printers based on IP address, printer name, location, real-time status and
other information.

e Automatically detects location, discovers printers and dynamically
updates the user’s printer list to reflect Xerox and non-Xerox printers in
that location.

» Customized for each user. Users can add favorite printers to the “My
Printers” list and save application-specific print settings.

Configures Itself at Print Time
X-MED differs from the traditional drivers and X-GPD, since it configures the prmt
driver experience at print time rather than at install time.

When installed, X-MED isn’t associated with any particular device, Instead, when
printing from an application, X-MED initially discovers the devices available on the-
network or allows the user to choose from a device in the My Printers list.

The user can view detailed information about the device and choose the device
that contains the appropriate capabilities required for the print job. After selection,
the driver automatically configures its driver display to represent the chosen device.

Helps Users Find the Right Printer without IT
X-MED uses SNMP requests to query for devices on the network, w1th1n the user’s
local subnet. On connection to the network, X-MED identifies the location, queries

for available printers, and populates the driver’s “Discovered Printers” pane with the
printers it finds on the subnet.

Users can sort the list by device name, model, DNS name and IP address, and by

status (see right). Previously used printers become available in the user’s “My
Printers” list, with the most recently used printer appearing at the top of the list.

X-MED ensures that users always know which printers are ready to accept print johs
before attempting to print to a device, reducing the frustration and delay of
printing to a device that requires attention. This improves employee productivity
and satisfaction with IT print services.
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Xerox Print Driver Platform
Xerox Mobile Express Driver (X-MED) (cont.)

Automatically Detects Location

X-MED incorporates an intelligent discovery that identifies when the user has
connected to a new network location. it lets users manage the lists of available
printers in different office locations, a feature that's particularly valuable to mobile
professionals working in multiple office locations.

When the user moves to a different office location, building, or branch, X-MED
recognizes the change in network profiles and offers to create a new location for
that device. Users will only see devices in their My Printers list that are physically in
that location. When the user returns to a previous location, X-MED will identify a
change in location and will include only the printers in that location.

This eliminates the need for users to juggte a long list of print queues and try to
remember which print queue to use when traveling to each of these various
locations.

Additionally, X-MED shows users information about the location of each of the
devices it discovers. This can help users find the right printer when they're
unfamitiar with a new office. To maximize the usefulness of this feature, network
administrators should be sure to configure the device with this information.

By using a standardized “template” for entering the location of the device, it will
allow users more opportunities to be self-sufficient and productive. Many devices,
including recent Xerox devices, fet an administrator access device settings through a
web browser. (As in the example below, a browser screen in the Xerox WorkCentre
7675 MFP user interface). By using a consistent format for specifying building, floor,
and room locator details, users can find devices in their office environments quickly
and easily, '

¥Generaf Setup

}Eonnedtivity

JFServices .
PACCOUNUING e
Security

S KeroWorkientre 76751 Maltunciion Syst
WETBBS 50

ales Group WarkCentre 7675

Ida. 3, 2nd floor, East side
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Location-Centric Printing

Day 1: Visiting Minneapolis _
X-MED identifies the new location on
connection, and automatically
discovers and displays available focal
printers. At print tirme, it configures the
interface to match the chosen printer.

Day 2: Home in Houston .

Back in the home office, X-MED detects
its reqular location and updates its
display for local Houston office printers,




Xerox Print Driver Platform
Xerox Mobile Express Driver (X-MED) (cont.)

Customized for Each User :

Once a device has been selected by the user, that device is saved in the user’s
configured list of My Printers for easy identification, and can be used in future print.
Jobs. Users can even rename the printers in their My Printers list by adding a
personal, “custom printer name” to the description of the device. When user’s needs
or preferences change, they can also remove unused printers from their My Printers
list.

Users can also save selected print options for specific applications. These settings
will be used by any printer the user chooses, whenever the user prints from that
application. For example, a user could choose to print alf PowerPoint presentations
as handouts, in color, and save those settings. X-MED will subsequently default to
printing all that user's Microsoft PowerPoint presentations as color handouts,
regardless of printer or location. ‘

Mac and Linux f UNIX Environments

The Xerox Mac and Linux / UNIX print drivers also enjoy the benefits of a platform
approach to print driver development. As with the Windows driver platform, we
work to ensure'that Mac and Linux/UNIX users experience a similar user interface
and consistent feature behaviors when using these drivers with a varied array of
Xerox products.
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Xerox Print Driver Platform
Driver Type Comparison

At Print
Command

: Driver is configured to use device

: At Installation | At Installation
. feature set :

Presents all device features using : :
consistent user interface @ @ . @

. Groups commonly used features on o
first tab for easy access and inceased -y & &

: usability .

© Saved Settings feature allows each

: user to customize driver’s default e & &

: settings

. Saves application-specific driver

. settings and applies to all printers ) ® @

. selected, even non-Xerox printers :

. Rich status reporting provides quick
. view of current device status; users _
! know if a device isn’t ready before @ - @ e
¢ they print :

* Configures all installable options 5
automatically - ® @

All changes to device configurutionm '
dynamically update in all user’s drivers @

Permits basic printi’hg to any :
standards-compliant PostScript device* @

" "Permits basic printing to any :
- standards-comptiant PCL5/PCLG : -
. device* :

IT can certify and deploy one driver for
| many devices ®_

. IT can replace or upgrade printers

: without reinstallation of driver (simply
! redirect port or use same IP address as : @ @
. old device)

| User personalizes device list :
- management per location ®

. Shows device status and capabilities : _
i prior to selection : @

¢ Enables quick and easy selection of the .
- right device during print job setup ‘ @

*Xerox cannot guarantee print quality or feature compatibility when printing to non-Xerox devices,
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Xerox Print Driver Platform
Basic Printing Mode

When X-GPD and X-MED encounter a Xerox device that is not fully supported by the
new driver platform, or devices from non-Xerox manufacturers, they will
automatically fall back to a basic printing mode.

Basic printing mode ensures flexibility in supporting a diverse array of output
devices across the network. X-GPD supports standard PostScript and PCL commands
(X-MED is PostScript-only). The drivers can detect the printer’s ability to support
color vs. monochrome printing, and to provide two-sided printing functionality, and
will present those as customized options in the driver interface,

Basic printing mode also supports most key features of these drivers, including the
ability to save application-specific print driver settings.

The following table lists and describes some of the commeonly used driver features..
in basic printing mode.

- Media size Presénts r:ommonly available paper sizes.

: Media type” Includes various media types.

) Detects the ability of the device to support 2=
: 2-sided printing . sided printing and then displays the appropriate
: options.

. Detects the ability of the device to print in color
- vs. menochrome, and displays the appropriate

. options, If the color capabilities of the device

: can’t be determined by the driver, the PS driver

: wilt default to monochrome with the Qutput

¢ Color option, while the PCL drivers will default to
: monochrome printing and disable the Output

- Color feature.

Output color

: - Allows the user to place up to 16 images onone
: Pages per sheet {(N-Up}) . page. This environmentally friendly option helps
: : reduce paper consumed in printing.

¢ Automatically re-orders and lays out pages in

Booklet layout : the print job to form a booklet.

~ Presents advanced functionality to customize

! Page layout options . the layout and appearance of the printed job.

" "Allows user to incorporate a text or graphical

Watermark ' watermark into the print job document.

*For best results, choose the media size and type offered by your device. Vendors' implementations
of media options can differ substantially; and the behavior of these features is dependent on how
the device supports paper sizes, paper path dimensions, media types and paper tray designations.
Please consult your device’s documentation for additional information.
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Xerox Print Driver Platform
Driver Security

Microsoft Windows operating systems check drivers for the presence of a digital
signature before allowing installation and deployment to proceed. A digital
signature is applied to the print driver package, certifying the secunty and robust
behavior of the installed device.

A digital signature also indicates that the driver package is intact and in the original :
form intended by the manufacturer, with no evidence of tampering. If the signature
is missing from a driver package, Windows will alert the user, giving them the

chance to abort the installation,

X-GPD has been digitally signed with a Microsoft certificate in accordance with the
Windows XP Logo (WHQL) program,

Microsoft’s program rules require that signed drivers establish a distinct, fixed
association with a single device. Since X-MED reconfigures itself to fit the selected
device at print time, it doesn't establish the WHQL-required single relationship.

Instead, we have ensured the security of the X-MED driver package through the use
of a VeriSign digital certificate. The presence of the VeriSign digital signature
indicates that the X-MED package is intact and safe for installation.

Traditional Xerox driver - &
Xerox Global Print Driver @
Xerox Mobile Express Driver : &
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Xerox Print Driver Platform
Appendix A
FAQ: Xerox Driver Platform Strategy

Q. Does the release of the Xerox Global Print Driver and/or Xerox Mobite Express
Briver mean that the traditional Xerox print drivers will be discontinued?

A. No. These drivers are additional solutions that customers may choose to use in
place of traditional Xerox drivers. We feel that this allows customers to select the .
driver type that best meets their printing needs. '

Q. Must [ choose which type of driver to use during the install process?

A. No, you can easily move from Xerox traditional drivers to X-GPD or X-MED after
installation. We make all three driver types readily available for download from
Xerox.com as independent packages. Each driver type is clearly named to help you
distinguish between them.

Q. Do X-MED or X-GPD support USB devices?
A. Yes. Ali three driver types, X-MED, X-GPD, and traditional Xerox cfnvers support
USB installations.

Caution: In some cases, when using Windows Vista, the drivers provided with the
operating system will be selected as the preferred drivers for a USB printer
installation. You can change this by removing those drivers from the Windows Vista
driver store. (Requires administrative rights to the system).

Q. I frequently use the same print driver features when printing from certain .
applications. Is there a way that X-MED or X-GPD can help me simplify the process of
setfing up a print job when printing from these applications?

A. Yes. The Saved Applications Settings feature allows users to create customized

feature profiles on a per-user, per-application basis. For example, when printing

from Outlook, you might prefer to-print in black and white mode, with two-sided:

print and one staple selected.

When you print from Outlook using X-GPD or X-MED, or even some traditiorial Xerox
drivers, you can make these changes in the print driver and then save them for
future use by choosing Save as Microsoft Office Outlook Defaults from the Saved
Settings list. When you return to Microsoft Outlook and print again, the Microsoft
Office Outlook default settings will automatically be applied to the print job.

Q. Were the drivers tested successfully in a Novell environment? Do they support
Novell iPrint?

A_Yes. The Xerox Global Print Driver and Xetox traditional drivers were tested in
Novell NDPS and iPrint configurations and worked well in the Novell environment.
In order to ensure that proper device detection and automatic configuration of
installable options works correctly, it is necessary o use version 4.20 or higher of the
Novell iPrint client,

Q. Do the new drivers support Windows Server 2008?
A. Yes. Windows XP, Vista, Server 2003, and Server 2008 are all supported.
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Xerox Print Driver Platform
Appendix B
FAQ: Xerox Global Print Driver (X-GPD)

Q. I am planning to upgrade my older Xerox products to newer Xerox products. Can
X-GPD make this device replacement easier for me and my employees?

A. It certainly canl One of the fantastic benefits of deploying print queues using X-
GPD is the ability to change print queue attributes, have the appropriate print driver
changes take effect, and eliminate the need to redeploy new print queues to users
when changes of this nature take place.

When the administrator alters the IP address or changes the print queue to use a
different port, X-GPD detects this modification. It will attempt to identify the new
device associated with that IP address or port and will update the print driver user -
interface to reflect that new device. '

For Xerox products that are included in the Windows driver platform, the print driver
will take on the feature set of this new device. If the administrator has configured
the gueue name to use a location-specifying naming scheme it won’t be necessary
to push new print gueue mappings to the users or require the user’s intervention to
take advantage of the device update.

Q. How do [ update a particular product’s print driver? If X-GPD needs to be
upgraded, does that affect all printer objecis and require a complete rebuild?

A. If X-GPD has been used to deploy print queues for multiple products, all of those
gueues will be simultaneously upgraded with the underlying X-GPD. All of the
gueues are associated with the same driver, when that driver changes, all of the
queues are affected. Further, if the environment contains a mix of traditionat and X-
GPD drivers from the Xerox Windows Driver Platform, an upgrade of one of these
drivers would result in the upgrade of all other related traditional and X-GPD drivers
on that system, assuming that those drivers share the same version number.

Under normal conditions, it should not be necessary to rebuild all of the associated
printer objects when performing an upgrade,

- Q. Can a network administrator create standard TCP/IP ports and apply X-GPD to
local gueues as they wish?

A. Yes. X-GPD can be used to create multiple print gqueues using standard TCP/IP

ports. All of these queues would be enabled by a single install of X-GPD.

Q. What if you have a driver issue and need to un-install and re-install the driver? Will
ALL driver objects need to be deleted? Or just the one affected product’s driver?

A. In this situation, since all of the print queues are shared by one cormon print -

driver, presumably X-GPD, all of the print queues would be affected by the deletion

of the driver,

5. Are there shared DLLs among the individual queues with the Xerox Global Print
Driver? What happens if a DLL becomes corrupted? Can all printer queues be -
corrupted since the driver is a single, shared file?

A. Since all print queues associated with X-GPD use the same set of driver files, all
queues will be affected if those files are corrupted.
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Xerox Print Driver Platform
Appendix B
FAQ: Xerox Global Print Driver (X-GPD) (cont.)

Q. Can X-GPD be used to create multiple print gueues across various Xerox products
as well as other manufacturers’ products?

A. Yes. X-GPD is intended to be used for the creation of multiple pnnt queues. These-
queues can be configured for a variety of Xerox and non-Xerox models. Each queue -
would be associated with X-GPD yet retain attributes associated with the mdlwdual
device and device configuration.

Q. How does an IT manager use X-GPD to support non-Xerox devices?

A. When installing a non-Xerox device using the Add Printer wizard, select or create
the appropriate port for the device and proceed with the installation, X-GPD will
recegnize that this is a non-Xerox device and avtomatically default to the Basic
Printing Mode. If X-GPD cannot establish bidirectional communication with the -
device, it will also default to Basic Printing Mode.

For more information an which devices are explicitly supported by X-GPD, and for
additional details about configuration, please see appendix D.

Q. How is pre-configuration handled with this driver? Does it support multiple
configurations? This is a known problem with some UPDs, as when you're not using .
SNMP and have multiple device configurations for the same model.

A. In this instance, X-GPD operates in the same way as a traditional Xerox driver. If
SNMP is disabled and you have multiple devices with the same model name but
varying installable options configurations, you'll encounter the same difficulties.

Simiarly, the ability to pre-configure the X-GPD with certain feature defaults
functions just like the traditional Xerox drivers. For more information on how to
manage the drivers in this instance, please refer to the Xerox.com customer tip at: -

http://www.office.xerox.com/support/dctips/dc04cc0328.pdf

Q. Is this a Windows platform-only driver? _
A Yes. At the present time, X-GPD currently is available for Windows XP, Vista,
Server 2003, and Server 2008 only.

Q. Wilt X-GPD work with Follow-You-Print in the Xerox Secure Access 1D System?
A We have been working with Equitrac, and other Xerox partners to ensure that our
X-GPD works well with their solutions. Since the same PDL is emitted when using X-
GPD as the traditional Xerox driver, we anticipate that X-GPD will also integrate well
with these solutions. This is especially true for Xerox products fully supported by X-
GPD.

Q. Does X-GPD support accounting enchlement? For example, if I've enabled network
accounting with user IDs for my multifunction printer, how will X-GPD support a user
who chooses it?

A. Yes. X-GPD can be configured for accounting when used with a fully supported _
Xerox product. This option is implemented commonly across X-GPD and traditional
Xerox drivers.
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Xerox Print Driver Platform
Appendix B
FAQ: Xerox Global Print Driver (X-GPD) (cont.)

Q. Are there instances where X-GPD is not the best choice?

A. X-GPD is of greatest benefit to IT for simplifying print driver certification,
deployment and maintenance. It would be less useful when a user only needs to use
one printer and doesn’t need to create or modify additional print queues.

X-GPD will work with most non-Xerox devices that implement industry-standard
PostScript and PCL commands. However, if a non-Xerox device implements features

- in a proprietary manner and fails to support industry-standard PS and PCL
commands, you might experience some difficulty using the driver. In that case, we
recommend that you use the manufacturer’s print driver.

Q. Will the Xerox Globat Print Driver support future Xerox prbducts?
A. Yes. Future releases of X-GPD will include support for Xerox preducts that have
launched since the last release of X-GPD. -

Q. WIll T be asked to update my Xerox Global Print Driver whenever I run the
installer?

A. No. The intelligence built inte Xerox’s driver installer uiiows it to determine which
version of a driver is installed. Tt will only ask you to upgrade the driver if it detecis a
difference in versions.

Q. Can the Xerox Global Print Driver be pushed out with a script? If so what DLL
should we reference in the script? Is there one DLL for all products?

A. X-GPD is very similar to traditional Xerox drivers. The methods you use to push
traditional drivers out to enterprise clients can be used with X-GPD as well. Since
product support is already bundled with X-GPD, there is no need to reference
specific DLLs for specific products. At install time, X-GPD will detect the product |
associated with the port and present the appropriate driver user interface.

Q. Is the Xerox Global Print Driver an appropriate driver solution for a Citrix or
Windows Terminal Server environment?

A. Yes. By eliminating multiple driver versions, X-GPD may be especially helpfulina
Citrix or Microsoft Terminal Server environment, since it helps ensure that matching
drivers are present on both the server and the client, a common difficulty faced

when deploying traditional print drivers in these environments. We have applied for
Citrix Ready certification for X-GPD. o

Server 2008 Terminal Services now includes Microsoft Ecsy Print, which reduces the
hassle of ensuring that print driver versions match on both server and clients. To
learn more, visit the Microsoft Windows Server 2008 website.

Q. I have changed the name of my print queues to refer to building locations. How
can I tell which driver type T am using, X-GPD or the traditional driver?

A. In order to determine which type of driver is in use for a particular print queue,
right-click on the queue, select Properties and the Advanced tab. The “Driver:”

feature on this tab shows the print driver that is associated with the queue.
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Xerox Print Driver Platform
Appendix C
FAQ: Mobile Express Driver (X-MED)

Q. Can I use X-MED and X-GPD together? Are there instances where you don’t
recommend using X-MED?

A. Yes to both questions. X-GPD and X-MED do have different workflows and are
intended for different purposes. X-MED is best suited for users who require flexibility
and convenience when printing, particularly when traveling. If the network
environment requires strict control over printing configurations, or the user has no
need to switch to different printers, there’s less need for X-MED.

Q. How does X-MED employ specific protocols when sending print jobs?
A X-MED uses a local port to enable print job transmission. The user doesn’tneed .. . -
to manage the selection of settings such as port 9100 vs. RAW.

Q. Which ports need to be open on routers / switches to allow for discovery and bi-
directional communications to work? Is there a specific port that SNMP
communications use? :

A SNMP uses ports 161 and 162. In addition, the devices must support SNMP v1/v2
with the community name set to "public” in order to discover devices when using X-
MED. To prevent devices from being discovered by X-MED, change the SNMP
Community Name on those devices to use a name other than “Public” or enable the

IP Fittering feature that is available on most Xerox devices.

Q. I dicked on the discovery icon in X-MED, but the printer I'm looking for didn’t
show up in the “Discovered Printers” list. Why?

A X-MED’s discovery module uses SNMP requests to query far devices on your
network, within your local subnet. If your network is very large with many print
devices, you may need to run the discovery module more than once to find the
printer(s) you're looking for. This is due to inherent limitations in the SNMP .~
protocol, :

To force additional device discoveries, select the “Cancel” button from within X-
MED and then re-open the driver by choosing Properties again from the :
application’s Print diglog. (Another way to do this is to select any device from the
“Discovered Printers” list, click the “OK” button, and then click the “Change Printer”
button. You can then click the Discovery icon to launch the discovery module and -
find additional printers.)

If your printer is on a different network subnet than your PC, you’ll need to find it
using X-MED's Advanced Network Search feature. Click the “Advanced Search”
button in the Discovered Printers window, and then specify the printer’s IP address,
or specify the device's gateway and subnet mask.

You can also search for your printer directly, by clicking on the “IP Address or DNS
Name” button. Enter the printer’s IP address or DNS name into the resulting
window, click the Search button and the driver will attempt to establish
communication with the device and return its status.
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Xerox Print Driver Platform
Appendix C
FAQ: Xerox Mobile Express Driver (X-MED)

Q. X-MED displays a long list of discovered devices. Is there any way I can filter this
list to make it easier to find the printer I am looking for?

A. X-MED lets you search for printers from both the My Printers list and Discovered
Printers List views. For example, type “8860" into the search field that is next to the
magnifying glass icon and the results will include all devices that contain “8860” in
their device or moded name field. The list is dynamically filtered to react to the
characters typed in that field.

Q. Ccm T use accounting with X-MED?

A. No. X-MED is not meant to be permanently associated with a particular device.
Therefore, features such as accounting, or manual configuration of installable
options are not supported by X-MED. X-GPD or the traditional drivers for the device
would be a more suitable choice in those situations.

Q. Are there instances where X-MED is not the best choice for a non-Xerox device?
A Yes. X-MED will work with most non-Xerox devices that implement industry-
standard PostScript commands. However, if a non-Xerox device implements

features in a proprietary manner and faiils to support industry-standard PS
commands, you might experience some difficulty using the driver, In that case, we '
recornmend that you install the manufacturer’s print driver.

Q. Is this only a Windows platform driver?
A. Yes. X-MED will only be available for Windows XP, Vista, Server 2003, and Server
2008.

Q. Will there be a MAC or UNIX version of X-MED in the future?

The Xerox Mac and Linux / UNIX print drivers also enjoy the benefits of a platform
approach to print driver development. As with the Windows driver platform, we
work to ensure that Mac and Linux/UNIX users experience a similar user interface
and consistent feature behaviors when using these drivers with a varied array of -
Kerox products.
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Xerox Print Driver Platform
Appendix D: Choosing X-GPD Comﬁgurattons

We recommend setting up the Xerox Global Print Driver on your netwerk
using the corresponding model from X-GPD’s supported printer list and
following the on-screen directions for printer installation.

In a few exceptions, however, such as when a Xerox device does not appear in the
list of devices, we recormmend using the following configuration choices:

' Phaser 790

. Phaser 3124

. Select Basic Printing Mode

. PostScript/PCL not supported; use the device’s
¢ supplied driver

Phaser 3130/Phaser 3150/ Phaser
. 3450

. PostScript and PCL6E not supported; use X-GPD PCL5
: in Basic Printing Mode

haser 3500
¢ Phaser 4400

Select Basic Printing Mode
Select Basic Printing Mode

Phaser 6120/Phaser 6125

PostScript/PCL not supported; use the devices

supplied driver

“Phaser 6130 ' Select Basic Printing Mode
“Phaser 6180/6180MFP "Select Basic Printing Mode
Phaser 6200 . Select Basic Prlnting Mode
 Phaser 7300 - Select Basic Printing Mode
- Phaser 8200 - Select Basic Printing Mode

* Phaser 6100/ Phaser 6110/
: 6100MFP/Phaser 6115 MFP

- PostScript/PCL not supported; use the device’s
. supplied driver

“Phaser EX7750

. Select Basic Printing Mode

- Document Centre 402/425/426
- 1430/43214401460/470/580/430/
© 535/545/555

Select Xerox WorkCentre Device

. 'WorkCentre Pro C32/C40

Select Xerox WorkCentre Device

WorkCentre Pro 65/70/90

. WorkCentre M165/M175/ Pro Seiect Xerox WorkCentre Device

¢ 165/Pro 175

. Select Xerox WorkCentre Device

- WorkCentre 123/128/133

- Select Basic Printing Mode

- WorkCentre 7132
~ WorkCentre 7228/7235/7245

© Select Basic Printing Mode
- Sefect Basic Printing Mode

: DocuColor® 12

- Select Xerox FreeFlow Device

- DocuColor® 2045

- Select Xerox FreeFlow Device

" DocuColor 2060 ~ Select Xerox FreeFlow Device
3""bé€ﬁtél’6k"5‘2’§é‘ o : Select Xerox FreeFlow Device
. DocuColor 6060 “Select Xerox FreeFlow Device
. DocuPrint 525 5 Select Xerox FreeFlow Device

" DocuTech 65/75/90

. Select Xerox FreeFlow Device

. Non-Xerox devices

‘Select Basic Printing Mode

(Please note: Device must support PS and/or PCL}
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Xerox Print Driver Platform
Appendix D: Choosing X-GPD Configurations (cont.)

Currently, X-GPD explicitly supports the following Xerox devices:

- Xerox WorkCentre Modeis : '
232, 238, 245, 255, 265, 275, 4150, 5030, 5050, 5222, 5225, 5230, 5632, 5638,
5645, 5655, 5665, 5675, 5687,7232, 7242, 7328, 7335, 7345, 7346, 7655, 7665, _
7675, Pro C2128, C2424, Pro C2636, Pro C3545, M35, M45, MSS, Pro 35, Pro 45, Pro
55, Pro 232, Pro 238, Pro 245, Pro 255, Pro 265, Pro 275

Xerox DocuSP & FreeFlow® Models

24x [ 25x /1 260, 252 1 260, 495/ 650 CF, 4110/ 4590 / 4595 EPS, 4112 / 4127 EPS,
4112 / 4127 C/P, DocuColor 7000 / 8000 Digital Press, DocuPrint 100/ 115/135/
155 /180 EPS, DocuTech 128 /155 / 180 Highlight Color, DocuTech 128 / 155/

180 Highlight Color Publisher, DocuTech 6100 /6115 / 6135/ 6155/ 6180,
DaocuPrint 350 / 425 / 500 /525 / 700 / 850, 650 / 1300 CF, DocuPrint 1000 / 1050, .
iGen3, Nuvera 100/ 120/ 144 / 288 Digital Production System, Nuvera 288 Digital
Perfecting Systemn, XXP50 CS, XXP240 / 250, XXP4110 / 4590, XXP4595

Xerox Phaser Models
3635MFP, 4500, 4510, 5500, 5550, 6250, 6300, 6350, 6360, 7400, 7750, 7760,
8400, 8500, 8550, 8560, 8560MFP, 8860, 8860MFP
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Appendix E: Tested and Supported Environments

Xerox Global Print Driver
Microsoft Windows XP / Server 2003
e  Windows XP (SP2 and forward) 32-bit, including Home and Professional
Editions
Windows Server 2003 32-bit Edition, including Terminal Server
Windows XP Professional 64-Bit Edition
Windows Server 2003 64-Bit Edition, including Terminal Server

Microsoft Windows Vista / Server 2008
s  Windows Vista, including Home Basic, Home Premium, Business and
Ultimate Editions
®  Windows Vista Server 2008, including Standard, Enterprise and Data
Center Editions

Microsoft Windows Cluster
s  Windows Server 2003 and 2008

Microsoft Point & Print (including Active Direcfory)
e  Windows Server 2003 and 2008

Microsoft IPP
~ o Microsoft RDOP & HTTP

Novell
o Novell Netware 5. NDPS, NDS
o  Novell Netware 6.x: NDPS, NDS, iPrint

o Citrix XP Server
s  Meta Frame FR3
e  Presentation Server 4.x

Printer Description Languages
e  PostScript (Level 2 & 3)
e PCL5¢/5e and PCL6 (2.x, 3.x)

Xerox Mobile Express Driver
Microsoft Windows XP
»  Windows XP (SP2 and forward) 32-bit, including Home and Professional
Editions
s Windows XP Professional 64-Bit Edition

Microsoft Windows Vista ‘ :
s Windows Vista, including Home Basic, Home Premium, Business and
Ultimate Editions '

Printer Description Languages
o PostScript (Level 2 & 3)
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Executive Summary

Nuvera Remote Services developed by the Xerox Corporation provides customers with a
variety of remote services. The security aspects of Nuvera Remote Services are presented
in this white paper. This paper provides an overview of Nuvera Remote Services,
identifies the security design goals for this system, and describes at a high-level the
technology architecture that was developed to achieve these goals. Relevant details are
presented herein to explain how the security features are implemented. This paper
concludes with a set of frequently asked questions (FAQs).



Nuvera Remote Services Qverview

. Increasingly, Xerox products implement services that communicate back to Xerox
to provide services that are valuable to our customers. The Nuvera Remote
Services system is based on a technology platform that provides a flexible end-to-
end system for connecting products to our post-sale solutions offerings.

The diagram shown in Figure 1 emphasizes the three main architectural elements
of the system, which are located at the vertices of the triangle. These three
elements work together in a seamless manner to enable a rich variety of remote
services and to provide for additional services to be added in the future.

Remote Services Xerox Edge Server
Clients

Figure 1:-Mgior components of the Nuvera Remote Services architecture

At the lower left corner of the triangle are devices with the Nuvera Remote
Services client software module embedded in them to provide the client-side
mfrastructure that enables secure transactions back to Xerox.

The connection to Xerox and our back-office processes is shown at the lower
right comer of the triangle. Nuvera Remote Services clients connect to Xerox
through a common connectivity server referred to as the Xerox Edge Server.

At the top of the triangle are device proxies. These proxies emable Nuvera
products to communicate to the Xerox Edge Server through a single machine to
serve as a Proxy. This provides the customer with the capability to consolidate
data communication through a reduced number of Nuvera products. This
document refers to both direct and proxy clients generically as Remote Services
Clients.



Nuvera Remote Services Design Goals for Security

Xerox views network security as a key requirement of the overall Nuvera Remote
Services architecture. The early inclusion of security requirements has produced a
secure architecture. The sccurlty related goals were derived from the following

sources:

1. Inputs and feedback from extensive Voice of the Customer studies conducted
by the Xerox Innovation Group (XIG). These studies were focused on
determining customer preferences and their remote services needs.

2. Security guidelines published by the Xerox Information Management (XIM)
organization.

3. Various (internal Xerox) business group customer advocates.

The term “security” can refer to a wide variety of topics and issues. Security is
important for maintaining the confidentiality of valuable customer data. It is also
important to ensure the integrity of the data and of the systems that process that data.
Finally, it is important to ensure the availability of network resources on which
remote services are deployed, including the customers’ network. The aspects of
security that were addressed to sccure Nuvera Remote Services include the
following:

1. Identification and Authentication. The process of uniquely identifying a
communicating party (¢.g. end-use/client) and reliably verifying their right to
use that identity.

2. Authorization, The process of granting the right to access information,
resources, or operations based on authorization information (e.g. identity, role,
access rights).

3. Data Integrity. The ability to verify that data has not been subjected to
unauthorized modification. Data integrity is of special importance when data
is transmitted across public networks.

4. Non-repudiation. A method to ensure that a party can not deny having sent
data or having received data. In general, it is the method by which the denial
of any previous commitments or actions (e.g., service requests and
completions) can be prevented. '

5. Customer Confidentiality. A client or server keeps data secret to prevent its
disclosure to unauthorized parties. A commonly used method of keeping data
secret is by making use of cryptographic (encryption and decryption)
techniques.

For devices to participate in a secure end-to-end Remote Services system, a software
module implementing the Remote Services Client is embedded into the device’s
front-end or into a hosted application. Within the end-to-end Remote Services system,



the system design goals (related to network security) respond to risks in two main
categories.

Customer Network Environment

The first category is security concerns related to the commection of the client
software to the end-user’s network and to the transmission of data across the
mternet to Xerox. To mitigate the resulting risks, Nuvera Remote Services
incorporate the following controls:

o Communications between Xerox and the customer environment can only be
" initiated by the customer.

o Communication from the customer environment must be authorized by the
customer.

o Communications from the customer environment must not include
information that indicates the identity of the customer or customer’s
employees.

o The Remote Services Client does not allow connectivity or access to machine |
data by another client within the end-user’s environment.

o The integrity of any information (data or code) downloaded by the Remote
Services Client is verified.

Transaction Security

The second category is the security concerns related to the exchange of
information between the customer and Xerox In executing transactions. To
mitigate these risks, the following controls have been established:

o The Xerox Edge Server and the Remote Services Clients mutually
authenticate themselves.

o All transaction content between the Remote Services Client and the Xerox
Edge Server must be auditable and observable by both the customer and
Xerox.



N_uVera Remote Services Technology Architecture

Nuvera Remote Services effectively meet the goals articulated in the previous
section. In this section Nuvera Remote Services design and architecture features,
as well as applications that address these goals, are described.

Figure 2 depicts a high-level view of an end-to-end Nuvera Remote Services
architecture. It highlights communication flow between the Remote Services
Client (direct-device and/or proxy-host) and the Xerox Edge Server. As shown in
the diagram, Remote Services Clients are embedded either in Xerox devices or in
a hosted application (e.g. CentreWare™ Web). The clients are configured to
connect and send messages to the Xerox Edge Server.

Xerox
Intema
Systems

Customer
Envirenment

\‘)emafe Services Comnimications =Browse,

Figure 2: Nuvera Remote Services Communications

Nuvera Remote Services use industry standard web services protocols for all
communications between Remote Services Clients and the Xerox Edge Server
(Figure 3). Web services are accessed via the simple, ubiquitous Hypertext
Transfer Protocol (HTTP) or secured-socket HTTP (HTTPS) that is common to
web browsers and web servers. Use of web services as the underlying mechanism
for all Nuvera Remote Services transactions ensures both interoperability and
compatibility with firewalls.

‘Web Servioes
_ somp

Fizure 3: Web services protocol stack




By using the Internet's existing infrastructure, a Remote Services Client can be
located on any platform and can be written in any programming language. The
only requirement is that they can create and consume appropriate XML-based
messages for communicating with the web services running on Xerox Edge
Server.

o By using HTTP, web services can also take advantage of the Secure
Socket Layer (SSL) protocol for security and HTTP's connection
management capabilities.

o A proxy server is commonly used in network environments to provide -
a firewall system between the end-user network and the internet. Most
firewalls/proxies are configured to block requests on all but a few
network poris. Firewalls, however, usually allow traffic on port 80 for
HTTP and 443 (secured HTTP or HT'TPS) so browsers can access the
Internet. By wsing HTTP or HTTPS over standard ports, Remote
Services Clients are able to communicate through firewalls.

o As shown in Figure 2, Remote Services Clients initiate all interactions
between themselves and the Xerox Edge Server. A Remote Services
Client may initiate an interaction with the Xerox Edge Server upon the
occurrence of an event (e.g. a customer presses a button on the
machine Ul, a timer generates an alarm, a Remote Services Client
detects an anomaly in machine condition, etc). To achieve the effect
of 2-way comnectivity the Remote Services Clients periodically
“check-in” with the Xerox Edge Server to receive any “instructions”
for them.

The Remote Services Clients act like any web browser (over standard
ports) requiring no "holes in the customer firewall" or changes to other
equipment at the customer site. :

o The Xerox Edge Server uses VeriSign (http://www.verisign.com) code
signing certificates to sign all software downloaded by the Remote
Services Client. The end-user benefits from this software integrity
because:

- Content Source: Certifies that the software really comes
from the publisher who signed it.

- Content Integrity: The software has not been altered or
corrupted since it was signed.



Nuvera Remote Services Security Features .

Authenticaﬁon

o The Xerox Edge Server authenticates itself to Remote Services Clients
- using a server-side certificate.

o Remote Services Clients authenticate themselves to the Xerox Edge
Server using a username and password pair. Clients present either a
valid machine serial number or a unique identifier to the Xerox Edge
Server as the login username. The Xerox Edge Server implements an
algorithm that validates and transforms the machine serial number into
the username.

Direct Device Internet Device Serial Number

Associated computer
MACID

Proxy Host Internet

Remote Services Clients use a Xerox Edge Server specified algorithm
for generating passwords based on their username. '

Authorization

o Prior to authorization, the identity -of the party requesting the
transaction must be authenticated. Only devices whose serial numbers
are contained in the authenticated transaction are authorized for web
services on the Xerox Edge Server.

Data Confidentiality

o Remote Services Clients use the Secured Socket Layer (SSL) protocol
for interactions with the Xerox Edge Server. Remote Services Clients
support both 40 and 128 bit SSL encryption.

o The Xerox Edge Server uses a server side éertiﬁcate obtained from the
VeriSign Certification Authority (CA).



Non-Repudiation

o The Remote Services Client logs the content of all incoming and
outgoing transactions. This enables the customers to inspect the data
being transmitted. The XML payload in each transaction is preserved
“as-is” and is viewable tn a suitable user interface (Figure 4). The
Remote Services Client allows customers to configure the log depth to
manage local storage space.

q;@raﬁ_éif‘m:m&meﬁmﬁér b
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Figure 4; Awudit log Ul

o A viewable transaction log gives end-users the ability to audit the
information shared with Xerox.

o The Xerox Edge Server currently logs all incomiﬁg and outgoing
transactions. '




Frequently Asked Questions

Listed below is a set of FAQs helpful for an end-user of Nuvera Remote Services
from Xerox.

1. Will enabling a Nuvera Remote Services Client make my network more
susceptible to viruses or hacker attacks?

No. Customers make no changes to their own security infrastructure. Nuvera
Remote Services only communicate to a specific secure server at Xerox and
services are designed specifically to prevent unauthorized data transfers. The
secure server at Xerox is regularly scanned for viruses using the latest tools.

2. How do I know that Xerox is not accessing my company’s private data off the
machine disk?

You may examine the data sent back to Xerox by using the device User
Interface to view the transaction details. Nuvera Remote Services features
only access machine related data, and not customer images or other customer
data. '

3. How can I be sure that the device data is going to Xerox only?

The secure transmittal process uses HTTPS and VeriSign signed certificates to
ensure and verify that the device is sending to Xerox. Also, Xerox routinely
authenticates your machine against its Remote Services database and uses a
proprietary security algorithm to verify that it only accepts communications
from Xerox devices. In addition, all transmission data is sent over a Secure
Socket Layer (SSL) connection using 128-bit encryption.

4, Will my machine interact with or receive information from “non-Xerox”
systems?

No. The device always initiates the remote services transfer act1v1ty and sets
up a Xerox-only, non-intrusive communication path.

In summary, Xerox is responsive to the security concerns of our customers. Nuvera
Remote Services will not make networks more susceptible to viruses. Remote Services
transactions always originate from the device. Services can only communicate with a
secure server at Xerox that conforms to the stringent requirements of the internal Xerox
~ Corporation information management infrastructure. No customer images or sensitive
information is transmitted. Customers do not need to make any changes to Internet
firewalls, proxy servers, or other security infrastructure.
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This document outlines architectural and functional aspects of Fiery Network Controllers with
respect to device security. The purpose of this document is to provide a general overview of the
Fiery Network Controller so that end users may research security features from which they can
benefit and potential vulnerabilities they may encounter. This document outlines security aspects
of the System 8 and 8e models of the Fiery Network Controller generally from the perspective of
its hardware, network, access control, operating system, and data security.

11 Electronics For Imaging Security Philosophy

For end users, Fiery network controllers have brought tremendous value to otherwise standalone
devices. EFI recommends installation of network devices such as a Fiery network controller is
done in accordance with existing security paradigms. EFI's goal is to lead the printing industry in
the level of security of our devices and their data. To this end, EFI has incorpoerated security
features info its line of Fiery network controllers. To create a more secure network environment,
end-users will need to combine the Fiery security features with other security safeguards.

EFI places a high priority on producing a product with strong security features. EFI has worked
with all our OEM partners to determine the requirements of the digital printing community. EFI
has also created a cross-functional team whose primary focus is to deal with present and future
security issues. EFI hopes that the end users will be able to independently evaluate the
information provided in this overview to develop their own chosen system of security. Only by
choosing measures designed to enhance security such as secure password procedures and
strong physical security procedures, can the end user realize a system with security features.

2.1 . Volatile Memory

The Fiery network controller uses volatile RAM as local memory for the CPU as well as working
mernory for the operating system, Fiery system software, and image data. Data that is written to
RAM is held while the power is on; when the power is turned off all data is deleted.

. 22  Non-volatile Memory and Data Storage

The Fiery network controller contains serveral types of non-volatile data storage technologies to
retain data on the Fiery controlier when the power has been turned off. This data includes both
system programming information and user data.

2.2.1 Flash Memory

Flash memory stores the self diagnosis and boot program (BIOS) and some system configuration
data. This device is programmed at the factory and can be reprogrammed only by installing
special patches created by EFL. If the data is corrupted or deleted the system will not start.

A portion of the flash memory is also used to record the use of dongles to activate software
options on the Fiery. . ‘ :

No user data is stored on this device and the user does not have access to the data on it.
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222 CMOS

The battery-backed CMOS memory is used to store machine settings on the controller. None of
this information is considered confidential or private. Users may access these settings on a
Windows XPe Server via the FACI kit (if installed).

22.3 NVRAM

There are a number of small NVRAM devices in the Fiery that contain operational firmware.
These devices contain “non-customer specific” operational information and the user does not
have access to the data contained on them.

2.2.4 Mard Disk Drive

The Hard Disk Drive (MDD} can contain the following data:

System Software
Font Data

User Information (including password)

Address Book
Image Data -
Job Log

During normal Print and Scan operations, image data is written to a random area on the hard
drive and job management information is created.,

Image data and job management information can be deleted by an operator or at the end of a
pre-set time period, so image data becomes inaccessible. However, the image data itself
remains until the area where it is stored is reused.

To protect the image data from unauthorize access, EFI also provides a Secure Erase feature
(see section 6.2.5). Once set, the selected operation will be carried out an appropriate time.
Alternatively the operation can be carried out as set by a system administrator.

2.3  Physical Ports

The Fiery network controller can be connected through the fdllowing external ports: -

Interface Ports

' Copier/printer connection (DDI)

Serial port

Software maintenance interface
{embedded Linux system only)

Ethernet R}-45 connector

Ethemet connectivity

Network connections (see printing and network
connections below)

Copier interface connector ,

Print/Scan

Dedicated for sending/receiving to/from the print
engine

Parallel Port Paralle] connection Bisynchronous communication limited to
. receiving print jobs via a parallel cable.
USB Port USB device connection Plug and play connector designed for use with

optional removable media devices

24 Local interface

The user can access the Fiery functions via the FACI kit (if enabled on a Windows XPe server) or
the Fiery LCD. The Windows Administrator password is used to control access to the Fiery if the
FACI kit is enabled. The Fiery LCD only provides access to the Fiery functionality.
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2.5 Removable HDD Kit Option

The Fiery supports & removable hard disk drive option kit for increased security. This kit provide
the user with the ability to both lock the server drive(s) into the system for normal operation and
the ability to remove the drives {o a secure location after powering down the server.

2.5.1 For Servers

Fiery servers support a generic removable hard disk drive option kit. Whether this option kit is
available for a specific Fiery product depends on the terms of EFI’s development and dlstrlbutlon
agreements with its OEM partner.

2.5.2 For Embedded

Embedded products can only offer removable HDD as an OEM coordinated option, because the
mounting location and brackets for the MFP must be developed jointly with the OEM. The normal
internal drive can be remotely mounted externally on the MFP in a removable drive enclosure as
an option.

26 Dongles

2.6.1 HASP USB Dongles

HASP USB dongles are used for feature activation and for software protection mechanism for
some optional client packages.

For HASP dongies, without the APIs and tool kits (which are separate packages available to
vendors like EFI), the user cannot write infermation to the dongles.

http://www.aladdin.com/hasp/PODM.asp

This assures highly sensitive sites that unauthorized users cannot use the HASP USB dongles
that came with the Fiery or any EFI client software packages to store/transfer sensitive
information/data from the Fiery or from another client machine to another machine.

The HASP dongles that come from EFI are specifi cally programmed only for software protection
or for feature activation.
2.6.2 [ES-1000 Color Profiler Dongle

ES-1000 is not a USB dongle. Although it is a USB device, the EEPROMS have been specifically
programmed using advanced APIs and toolkits which are avallable only from the manufacturer.
They do not contain encryption.

They cannot be used to store/transfer information/data or any other purposes other than as a
software protection mechanism for the EFI Color Profiler.
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31 Network Ports

The Fiery allows the user to selectively enable/disab[e the following IP ports:

80 HTTP WebTools, IPP
123 © | NTP Network Time Protocol
135 -MS RPC Microsoft RPC Service (Windows XPe only)
137-139 NETBIGS Windows Printing
161,162 | SNMP WebTools, Velocity, some legacy utilities, other SNMP based
tools
445 SMB/IP SMB over TCP/IP
515 ' LPD LPR printing, some legacy utilities (such as WebTools, older
versions of CWS)
631 _ PP 1y _
8021-8022, 9906 Harmony CWS4, Velocily, EFI SDK-based tools, Fiery Printer Driver bi-di
21030 functions
9100-9103 Printing Port | Port 9100

Other TCP ports, except those specified by the OEM, are disabled. Any service dependent ona
disabled port will not function as expected.

The Fiery administrator can also enable/disable the different network services provided by the
Fiery.

The local administrator can define SNMP read/write community names and other security
settings.

3.1.1 MAC Address Filtering

The administrator can configure the Fiery to allow or reject connections over ethernet based on
the Media Access Control (MAC) address of the sender. The administrator can specify a list of
MAC addresses on the Fiery and define whether the Fiery should reject all ethernet connections
from these MAC addresses or accept only those ethernet connections from these MAC addresses.

The following limitations apply to this feature:

It is possible for individuals to spoof a client MAC addresses and bypass this security
If a router is allowed to connect to the Fiery, then any client that can connect to that
router can bypass any MAC Address limitations as the Fiery decides whether to
accept/reject communications forwarded through the router by the router's MAC
Address.

3.1.2 IP Filtering

The administrator can restrict authorized connections with the Fiery from those hosts whose IP
addresses fall within a particular IP range. Commands or jobs sent from non-authorized IP
addresses are ignored by the Fiery.
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